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INTRODUCTION

The current stage of information technology development is characterized by the active
implementation of the Internet of Things (IoT)—a system of interconnected computing devices (IoT
devices) that can collect and transmit data wirelessly without human intervention. The IoT is
increasingly encompassing areas of human activity: from smart homes and industrial automation to
urban infrastructure and medicine. The widespread use of [oT devices is leading to an increase in the
volume of transmitted information and the complexity of its routing and processing, making
information security issues in such systems particularly pressing.

The architecture of most loT networks involves limited computing resources, a low level of device
security, and a lack of a unified standardization system. This creates a significant number of
vulnerabilities that can be exploited by attackers to gain unauthorized access, spoof data, sabotage,
or create botnets based on 10T devices. As the number of devices and the degree of their
interconnectivity increases, the issue of information resource security becomes critical (Smirnov,
Kuznetsov, 2024).

One promising solution to this problem is the transition to decentralized architectures, specifically
the use of distributed arbitration (DAG) to organize the exchange and confirmation of information
between devices. Unlike traditional centralized models, DAGs allow for load balancing, increased
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system resilience, and the elimination of single points of failure. Furthermore, the DAG structure
reduces latency and energy costs, making it particularly attractive for implementation in IoT
environments.

The relevance of this research stems from the need to develop reliable and scalable mechanisms for
protecting information exchange in IoT systems that can operate under conditions of limited
computing resources and high network variability. The goal of this study is to develop a method for
using a directed acyclic graph to ensure resource security in IoT information systems.

CHARACTERISTICS AND CLASSIFICATION OF THE INTERNET OF THINGS (IoT)

The Internet of Things (IoT) is a distributed network of physical devices equipped with built-in
computing, communication, and environmental interaction capabilities. These devices can collect,
transmit, and, in some cases, process data, interacting with each other and with external systems via
internet protocols.

The components of a typical IoT system include: sensors and actuators (temperature sensors, relays,
cameras, etc.); controllers or gateways that perform preliminary data processing; communication
tools that support various communication protocols (Wi-Fi, Zigbee, Bluetooth, LoRa, etc.) (Arunodhai
etal.,, 2024a); cloud or local servers that process and store data; control interfaces used by end users
or automation systems.

Depending on their purpose and scale of implementation, [oT systems are classified by their
application area, interaction architecture, and degree of autonomy. The 10T is highly dynamic—
devices can connect and disconnect at any time, making the network structure constantly changing.
Another characteristic feature is the limited resources of devices: low computing power, limited
memory, and low power consumption. This imposes significant limitations on possible encryption,
authentication, and access control mechanisms (Arunodhai et al., 2024b).

Specific protocols frequently used in the IoT also stand out: MQTT, CoAP, and AMQP, which are
focused on minimal resource consumption but were not always designed with security in mind. All
of this creates a complex challenge for designing a secure architecture and requires innovative
approaches, such as using DAGs as a data transfer and validation framework.

Analysis of the Current State of Security of the Internet of Things

The challenges of securing Internet of Things resources are determined by technical, architectural,
and organizational factors. One significant problem is the lack of built-in security subsystems in most
devices. Furthermore, a significant portion of [oT devices are designed with minimal cost and power
consumption in mind. They often forego cryptographic protocols, authentication, data integrity
protection, and the use of standard login and password pairs, unencrypted traffic, and open ports
(Akapyev et al.,, 2024).

Common threats include the following:

— Unauthorized access to devices due to the lack of reliable identification and authentication
mechanisms; an attacker can gain control of the device, change its parameters, or use it as an entry
point into the network;

— Datainterception and forgery, especially in cases where open protocols are used (e.g. HTTP, MQTT
without TLS); this is especially critical in systems where personal data or control commands are
transmitted;

— DDoS attacks using IoT botnets, such as the Mirai botnet, which compromised thousands of
devices with open Telnet access and used them to launch massive attacks on services;

— Firmware modification and malicious updates; in the absence of a mechanism to verify the
authenticity of updates, an attacker can inject malicious code into the device that will perform
hidden functions;
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— Scalability and centralization issues: with a large number of devices, traditional centralized
security solutions become a bottleneck, as they create single points of failure and cannot cope with
the load;

— Physical access to devices. [oT devices are often located in unprotected locations—on the streets,
in residential buildings, and in industrial areas—making them easy to tamper with or physically
hack.

— Lack of event monitoring and logging; limited memory and computing resources prevent
comprehensive logging and tracking of suspicious activity.

It's also worth noting the slow response rate to vulnerabilities. Even if a vulnerability is discovered,
many devices lack firmware updates, or manufacturers discontinue support shortly after release.

All these issues make the [oT environment a fertile ground for attacks, and the damage from a
successful attack can extend beyond the digital realm, affecting people's physical safety. Therefore, it
is necessary to seek new approaches to ensuring information security, including those based on
decentralized technologies. One such approach is the use of a directed acyclic graph (DAG) structure,
which eliminates the need for central nodes and increases the system's resilience to compromise.

When designing [oT networks in the Russian Federation, it is necessary to take into account the
provisions of Federal Law No. 149-FZ "On Information, Information Technologies, and Information
Protection,” (State Duma of the Federal Assembly of the Russian Federation, 2006) which defines the
fundamentals of information protection and ensures secure interaction in information systems
(Baumgartner et al., 2024). When using devices in critical infrastructure, it is necessary to comply
with the provisions of Federal Law No. 187-FZ "On the Security of Critical Information Infrastructure
of the Russian Federation,” (State Duma of the Federal Assembly of the Russian Federation, 2017)
which provides for the categorization of objects, the implementation of incident detection tools, and
response measures.

Analysis of the Regulatory Framework and International Experience in Protecting Internet of
Things Resources

In international practice, ISO/IEC 27001 and ISO/IEC 27002 (International Organization for
Standardization (ISO), International Electrotechnical Commission (IEC), 2022a, b) standards play a
special role, providing universal approaches to information security management (Shamsutdinov et
al,, 2024; Yangetal., 2024). In the Russian Federation, the provisions of GOST R 56939-2024 (Federal
Agency for Technical Regulation and Metrology, 2024) should be taken into account, aimed at
preventing the emergence and elimination of software vulnerabilities and containing a list of
measures that are recommended for implementation at the relevant stages of the software life cycle.

Various methods for securing the Internet of Things are being actively developed and implemented
internationally, including the use of both classic security approaches and new decentralized
solutions. Significant attention is being paid to the development of lightweight cryptographic
algorithms, secure data exchange protocols, and architectures capable of scaling without
compromising security.

Large [oT platforms such as AWSIoTCore, AzureloTHub, and GoogleCloudIoT use cloud servers that
store device-certificate pairs in dedicated hardware secure modules (HSMs) (Isaeva et al., 2025).
Devices connect via an encrypted connection using TLS 1.3, and complex cryptographic operations
are performed on the hardware. This approach provides a high level of security and full control over
keys, but has one major drawback: if a device loses access to the cloud, it will no longer be able to
verify the authenticity of its messages. Furthermore, such solutions are too expensive for simple,
disposable sensors, especially when protecting thousands or millions of devices.

In addition to the solutions listed above, other solutions are also generating interest. For example,
the HyperledgerFabric project offers a modular architecture for creating secure supply chains with
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the ability to connect IoT devices. However, it retains the concept of blocks and is resource-intensive
to implement. The Helium project uses the LoRaWAN architecture and the Proof-of-Coverage (PoC)
model, which enables distributed verification of device presence in the network, also employing
elements of a graph structure. Another example is Nano, a cryptocurrency that uses a block-lattice
model (a separate blockchain for each account), similar in structure to DAG, and its approach is being
applied in micropayment systems between IoT devices.

Research also focuses on the following issues: authentication of devices with minimal computational
costs (for example, using blockchain DIDs); protection of confidentiality and integrity of data using
hash chains and digital signatures; implementation of a trusted execution environment in
microcontrollers to protect against local attacks (Ahmed et al., 2025).

Ultimately, the analysis demonstrates the potential of DAG structures as a compromise between
security and resource efficiency. However, there is a lack of methodological recommendations for
integrating graph proofs directly into the IoT device stack and for assessing the cost-effectiveness of
their deployment outside of cryptocurrency projects. These gaps are the focus of further research.
Among the most critical issues are: lack of reliable authentication and encryption; insecure
communication channels; the possibility of unauthorized access to devices; vulnerabilities associated
with the lack of regular firmware updates; and a centralized architecture that creates single points of
failure and problematic scalability.

A literature review confirmed that decentralized models based on directed acyclic graphs can
minimize node energy consumption, eliminate mining, and ensure near-instant transaction finality.
This is achieved by distributing the verification load among network participants and confirming
messages in parallel. This confirms the relevance of developing a proprietary DAG-based IoT security
model that can effectively operate under resource-constrained conditions, ensure trust without the
involvement of central nodes, and maintain a high level of security as the network scales (Voulgaridis
etal, 2025). The identified features and challenges of the information technology object formed the
basis for the design solutions discussed below.

It's also worth noting that current approaches to securing IoT devices, based on centralized
architectures and classic cryptographic protocols, are insufficiently flexible and unadapted to the
specifics of resource-constrained distributed systems. Given this, approaches that ensure security
through the data structures and logic of interactions between nodes, without the need for constant
access to external trusted authorities, are particularly valuable. The use of a directed acyclic graph
(DAG) enables the implementation of such logic, providing a mechanism for distributed confirmation
of device actions that is resistant to manipulation and scalable as the network grows. These
properties open up opportunities for developing a new level of trust in the IoT environment, in which
each participant simultaneously acts as both a consumer and a validator of information.

A System Architecture for Constructing a Directed Acyclic Graph to Ensure the Security of the
Internet of Things

A high-level, yet productive and scalable platform is used to create the system prototype. Python was
chosen as the programming language, providing: a vast ecosystem of libraries for working with graph
structures and web interfaces; easy code maintenance and rapid prototyping; and cross-platform
compatibility—the ability to run both on a server and on low-power devices (Alsboui et al.,, 2025).

The FastAPI framework is used as a REST service: it supports asynchronous request processing,
automatic generation of OpenAPI documentation, and is efficient when handling large numbers of
concurrent connections. An embedded SQLite DBMS is used to store the graph state and associated
transactions; it does not require a separate server and is suitable for test and low-load environments
(Wei et al,, 2025). If necessary, upgrading to a more powerful engine (PostgreSQL, MySQL) will not
affect the rest of the architecture thanks to the storage module's abstraction layer.

Working with DAG objects is accomplished through the specialized NetworkX library, which
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simplifies the creation of nodes and edges, while graph visualization in debug mode is facilitated by
Matplotlib. The interface for configuring devices and network parameters is designed with easy
component replacement in mind: the core modules (DAG and transaction management),
presentation layer (API and visualization), device layer, and storage layer are clearly separated and
interact via contracts using Pydantic schemas (Kodatsky et al., 2024). Ultimately, the proposed
technology stack provides a balance between development speed and architectural flexibility,
allowing the system to be subsequently adapted to real-world IoT scenarios without significant
modifications.

The designed system is built on a modular approach, ensuring flexible development and easy
adaptation to various 10T scenarios. The choice of Python and FastAPI speeds up prototyping and
simplifies maintenance, while the default use of SQLite eliminates the need for additional
infrastructure during testing.

This preserves the ability to subsequently migrate to more powerful DBMSs and deploy on limited
devices without changing the business logic. Clear separation between the DAG management module,
storage layer, REST API, simulator, and visualizer ensures component independence and simplifies
their testing.The architecture consists of five logically distinct subsystems, each of which performs a
distinct role and interacts with the others according to predefined rules. Below, we'll examine the
system modules in more detail.

The Graph Management Component module is responsible for selecting nodes without descendants
and adding new messages to the graph structure. The processing algorithm selects messages that
have not yet received acknowledgements from other nodes and associates the new message with
them, forming links in the graph. Each added message receives a unique digital identifier formed from
a set of input parameters: the sender's name, the message content, the list of messages to be
acknowledged, and a timestamp.

The "Data Storage Component” module is a storage system organized around an embedded database
that is initialized upon first launch. It creates tables for devices and messages. Access to the database
is handled through an auxiliary module that hides the implementation details and allows for storage
to be replaced without rewriting the rest of the code.

The External Programming Interface module connects new devices, transmits messages, retrieves
the message history of a specific device, and exports and visualizes the graph structure. Incoming and
outgoing data is transmitted in structured text format. The data structures transmitted through the
interface are described as strongly typed models, which are used to verify the correctness of requests.

The "Network Simulation" module is designed to test system functionality. It uses a tool that
simulates the behavior of multiple devices. Each virtual device periodically generates a message,
fetches previous graph nodes, references them, and adds a new entry. By running several such
threads, one can simulate real-world load and track how the system responds to an increase in the
number of messages.

The "Graph Visual Display"” module is used to monitor the system's state. It includes a mechanism for
constructing a graphical representation of the current graph structure. Based on the stored
connections between messages, a directed graph is constructed, where each message is displayed as
anode, and directed edges point to previous messages it acknowledged.

The logic of interaction between components is as follows:
1. When the system starts, the database and necessary tables are automatically created.
2. A new device is added to the registry through the appropriate interface.

3. The device can send a message, and the system selects previous messages for confirmation,
generates a new identifier, and stores the information in storage.
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4. If necessary, you can get a list of all messages from a specific device, download the full graph
structure, or display it graphically.

5. During simulation, the system runs parallel threads, each of which operates as a separate device
and sends messages at a specified frequency.

This structure ensures modularity, component independence, scalability, and the ability to replace
individual elements without redesigning the entire system. Ultimately, the proposed architecture
meets key requirements: decentralized message processing, minimal load on peripheral nodes, and
ease of scalability. The described module contracts provide the basis for the prototype
implementation, a detailed description of which is provided below.

Software Implementation and Description of the Operation of a System for Constructing a
Directed Acyclic Graph to Ensure the Security of the Internet of Things

During the development of a software implementation of a system for constructing a directed acyclic
graph to ensure the security of the Internet of Things, a number of key requirements were formulated
that determined the architecture and functionality of the future prototype.

As part of the functional requirements, the system must support device registration with the ability
to store their identifiers, network addresses, and associated metadata (Cherkesova etal., 2025). Each
network node must be able to generate messages with a payload and forward them to a directed
acyclic graph for subsequent confirmation. Generated transactions must confirm at least two
previous transactions, which are selected in accordance with a specified algorithm. For interaction
with devices, a REST API is implemented, including functions for registration, sending messages,
retrieving transaction history, and visualizing the graph structure. A separate requirement is the
presence of a DAG visualization mechanism, enabling monitoring and analysis of the transaction
structure in real time. Furthermore, the system must support the ability to simulate a network of [oT
devices, which is necessary for testing its operation under various loads and configurations.

Along with functional requirements, non-functional requirements were also defined to ensure the
reliability and practical applicability of the solution. The system must be scalable, meaning it must
allow the addition of new nodes without significantly reducing performance. Important
requirements include compatibility with typical IoT platforms and the absence of high computing
power requirements (AKkli, Chougdali, 2025; Kazaryan et al., 2024). The architecture must allow for
easy component replacement, particularly of the database management system, without the need to
redesign key modules. Resilience to single-point failures is also a priority: the failure of an individual
node should not disrupt the operation of the entire network. The implemented algorithms must
ensure minimal transaction confirmation times, which is critical for scenarios with limited latency.
Finally, the configuration interface must be simple and intuitive, allowing for the rapid configuration
of nodes and network parameters without extensive technical expertise.

The system enables interaction between IoT devices through the exchange of messages
(transactions) organized into a directed acyclic graph. The process involves several key stages.

id, name address

Fo | ' l
1 l2device 1/192.168.0.221
2 1l3device 2 192.168.0.5
3 l4ddevice 3 192.168.0.52
4 15device 4 192.168.0.172
5§ lédevice 5 192.168.0.222

Figure 1: Registered devices

213



Gazizov et al. A Method for Applying a Directed Acyclic Graph to Ensure Resource Security

The first step is registering the device on the network. This occurs via a REST interface, which assigns
the device a unique identifier and network address. Device information is stored in a database table.
The contents of the registered device database are shown in Figure 1.

After registration, the device generates messages with payloads. Each transaction contains the
sender, payload, timestamp, and a list of parent nodes selected by a special algorithm, as shown in
the database contents in Figure 2. A unique transaction identifier is generated using the SHA-256
hash function.

id sender payload parents timestamp
|:.-.'=--: PUnLTP PUNLTP DUnLTP PUn=Tp
1 S55d%afbd404c2805e0alb3diad2assdds4s.. device 1 press=24.33 2025-05-28T09:05:07.852531
2 4cObZocb0lOcTéa4aded0e4ff496b48d34e.. device 3 temp=46.16 2025-05-28T09:05:07.852531

3 be%4d3ed4eadld339a80f89%aa8cE88f6bci3.. device 4 hum=S52.15 :05:07.

4 ffe7de52ed31b58810b819el0c2bi68e3cl.. device 5 hum=952.94 =05:07.

5 cO8a0Z8€ac4Zeed3leSblilaacTed8aTblcd.. device 2 light=E52.45 4c0b2ocb0l0cTéadaded0e4Lf496b48d34e.. 2025-05-28T09:05:07.324474

Figure 2: Transaction database

Each new message confirms two previous transactions—this is a property of a directed acyclic graph.
The algorithm for selecting vertices with the fewest descendants is implemented in the graph
management module. First, all accessible vertices are found, then the number of descendants for each
is calculated, and the vertices with the fewest descendants are selected.

IoT devices interact with the system through an application-level software interface. When sending
a message, a device accesses a special entry point designed for receiving data. The request contains
the name of the sending device, the payload (e.g., sensor readings), and, if necessary, a list of
identifiers of existing messages that the new message should acknowledge. If the list of parent
messages (messages to be acknowledged) is not specified, the system automatically determines one
using a node selection algorithm for a graph without descendants (Kiba et al., 2025). This algorithm
searches the storage for all transactions that have not yet been acknowledged by other messages and
selects a few, typically two, with minimal load. This allows for even load distribution across the entire
graph structure.

The received message is stored in storage, added to the message table, and logically linked to the
messages being acknowledged via the "parent” field. This means that the new message becomes a
descendant of the messages it acknowledges. The processing sequence for a message from an loT
device is shown in Figure 3.

Device API

Figure 3: Sequence of processing a message from an IoT device
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Thanks to this approach, each new message in the system simultaneously strengthens the reliability
of the entire structure. The more nodes confirm the same message, the greater its "weight" and
credibility. Thus, forging or deleting an individual message becomes extremely difficult without
destroying the entire associated portion of the graph. As a result, the structure of the directed graph
grows not sequentially, as in a blockchain, but in parallel, with multiple branches and cross-
confirmations. This ensures high resilience to failures and attacks, as well as rapid processing of new
messages.

Visualizing a directed acyclic graph (DAG) formed from IoT device transactions is an important tool
for monitoring system health, verifying message confirmation logic, and analyzing node load. This
functionality is implemented in a separate module designed to extract information about the
relationships between messages and construct a graphical representation of them. The goal of the
visualization is to display the current DAG structure, where each node corresponds to a single
transaction, and directed edges represent "confirmation" links indicating which messages have been
confirmed by a given node. An example of the visualized graph is shown in Figure 4.

DAG loT-rpad

95d9afbd... —> c08a0286... eb1465ff... cOcf0eas... 2bedlal2... 46c9f105... d9eag359... —> 12bBacle.. e57903bf...

SN AT Y N

60fclad2... 5e9b7b43. 43b1423f... c5ff1371... 693e788e. a3b7c30f... 24ef81bf.

+ yal v + / / v (o'
cbee58db eff41952. 16d42e47.. €7d9cl75... ee9eb150... 8d4497dc... 0fb61568..
% v / v/

892f1bsb... 6c452f41... acf4alaa...

ffe7des2... 4c244asc... d343813b...

4c0b29ch... 3694c6ea...

\4

bed4d3ed... 982303cc...

X/ v/ \

7b33bb5a. 6e3da306.. 3265d742. . cb3c35c2... ——> c541400e...

\ / 74

5391e5c5... —> bBb057ad.

Figure 4: Visualization of a directed acyclic graph

To evaluate the system's performance under conditions similar to real-world use, an IoT device
simulator was developed. This tool allows testing the system's behavior under regular message
generation from multiple devices, the robustness of the transaction confirmation mechanism, and
the uniformity of the directed acyclic graph (DAG) structure. The simulation module is housed in a
separate script, structured so that each virtual device goes through a full cycle of actions: Receiving
configuration; generating data; selecting parent transactions; forming and sending a new transaction.

Thus, the implemented process ensures continuous and secure interaction between devices through
the DAG structure. Next, we discuss the configuration user interface and working with configuration
files, which ensure simple and convenient configuration of system parameters.

Description of the Interface and Working with the Configuration

To configure device operating parameters, manage messages, and monitor the DAG structure, the
system implements a configuration interface built on an architecture that allows remote access to
functions via network requests. The interface ensures consistency between external users and
applications and the system core, without requiring manual modification of internal code or the

215



Gazizov et al. A Method for Applying a Directed Acyclic Graph to Ensure Resource Security

database. It is implemented through an application-layer protocol that uses standard requests and
responses in the form of structured data.

The interface provides the ability to perform basic administrative and operational actions.
Operations are organized into separate entry points (methods), with each entry point responsible for
a specific function: adding a new device, sending a message, viewing history, obtaining the current
DAG structure, or displaying it graphically. The interface's capabilities allow for specific actions:

The user provides unique device characteristics, after which the system registers the device and
stores the data in storage. To avoid conflicts, the name and addresses are verified for uniqueness.
This operation is necessary to ensure the device can be identified during data transmission. After
registration, the device can send a message containing an arbitrary payload. In addition to the
payload itself, the sender's name and, if necessary, the identifiers of the messages it acknowledges
are specified. If alist of acknowledged messages is not specified, the system automatically determines
them based on the current state of the graph.

The interface allows you to obtain a list of all transactions sent by a given device. This is necessary
for analyzing activity, reconstructing the chain of events, or debugging the behavior of individual
network nodes. While obtaining the graph structure for automated analysis, it is possible to export
the current DAG state in structured text format. This feature enables the creation of customized
visualizations for external systems, the construction of custom visualizations, link analysis, and the
study of confirmation algorithm performance.

To display the graph as an image, the user can request a visual representation of the DAG. In this case,
the system generates the image using graphics libraries, returning the image as an illustration. The
graph is constructed using information stored in the database; it shows how messages authenticate
each other, what relationships they have, and which parts of the graph are generated most quickly.

Working with the configuration interface doesn't require in-depth knowledge of the system's
internals. Actions are performed through standard network requests, using familiar data
representation formats. This allows for integration with other applications, as well as use within
larger platforms or providing control access to remote operators.

As a result, the configuration interface serves not only as an administrative tool but also as an entry
point for expanding functionality, connecting new components, and automating tasks (Pankov,
Einman, 2022). Its presence makes the system flexible, scalable, and suitable for use both in
laboratory settings and within full-fledged IoT infrastructures. Configuration of system operating
parameters and device management are primarily accomplished through the application-level
software interface. However, basic configuration elements are stored in a local database, the
structure of which is defined by a separate SQL script.

An embedded database is used as storage, creating two main tables: one for storing device
information, including their names and addresses, and the other for storing transactions, including
identifiers, payloads, timestamps, and links to confirmed messages. Access to the database is
provided through a dedicated module that abstracts storage operations. This allows the storage
mechanism to be replaced with a different one, if necessary, without affecting the rest of the system.

The most common configuration actions include registering new devices, editing existing records,
and retrieving information about transmitted messages. Adding a new device is accomplished by
accessing the appropriate network method, which writes the data to a table. Changes to parameters
can be made manually by accessing the database; however, to maintain consistency and consistency,
it is recommended to use the system interface.

Information about the DAG structure and all transactions can also be obtained through the interface.
Special commands are provided for this purpose, returning both the complete message history from
a specific device and the entire graph. A special tool simulating the operation of several devices is
used to test the system's stability. This configuration component allows you to specify the number of
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devices, the message generation frequency, and the trigger conditions. It is designed for testing
confirmation algorithms and evaluating graph behavior under various conditions.

This configuration approach ensures system flexibility: on the one hand, the user has full control
access through a clear interface, on the other, the system's internal parameters are securely stored
and processed in a centralized structure without the need to access the source code. This makes the
system convenient for both developers and administrators.

CONCLUSION

The development of a software prototype resulted in the implementation of a method for using a
directed acyclic graph to ensure resource security in Internet of Things information systems. The
developed modules and implemented algorithms fully satisfy the previously outlined requirements.
The system provides decentralized device registration and authentication, and also implements the
sending of transaction confirmation messages via a DAG mechanism. A SQLite-based data warehouse
with a clearly structured table for devices and transactions was created for data storage, and a user-
friendly REST API interface using FastAPI was developed for system management and configuration.
Visualization of the current graph structure is provided, enabling monitoring and analysis of system
operation. Furthermore, the prototype includes a network simulation tool, enabling the verification
of system reliability and performance in various scenarios.

The use of a modular approach enabled the development of a system that is easily scalable and
adaptable to various hardware platforms and operating conditions. Each module - graph
management, API, storage layer, visualization, and simulator - is separate from the others and can
evolve autonomously, without impacting the overall architecture. The use of a directed acyclic graph
minimized the load on individual nodes, ensured high transaction confirmation speeds, and
eliminated the need for a centralized trust node. As a result, the created system can be effectively
integrated into real-world loT networks, increasing their resilience to security threats and reducing
the cost of maintaining the security infrastructure.
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