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Destruction, modification, accidental or intentional alteration or even 
fraudulent redirection of information has existed for long time. However, 
the automated information processing provided to specialists by 
knowledge of programming methods has given rise to the computer crimes 
of new type. Some of these crimes involve alteration or destruction of 
information, or disruption of the computer system. These features are the 
part of main characteristics of computer attacks by the new type – network 
worms. This malicious software reproduces itself on several computers 
using computer network. It has the ability to duplicate itself after execution. 
Unlike other viruses, network worm spreads without the need to be tied to 
other executable programs. This article proposes the way to detect and 
neutralize the threat of attacks by network worms on user's computer 
system. 

INTRODUCTION 

Expanding connectivity options and the development of digital infrastructures have increased 
the incentives and opportunities of intruders for cyberattacks. Although the significant progress 
has been made in developing and implementing the defense strategies, much of this effort has 
focused on developing of the new solutions rather than evaluating and promoting them. It is 
therefore important for governments, companies, and individuals to identify the models and 
means of collaboration to identify and evaluate strategies to reduce the risk associated with cyber 
threats such as network worms [1]. 

For this purpose, the field of information systems security could benefit from lessons learned and 
methods used in the field of public health. In particular, we believe that adopting public health 
perspective would provide comprehensive framework for identifying factors affecting 
information systems security and understanding their root causes, developing and evaluating 
effective strategies to improve information systems security, and implementing and 
disseminating the developed strategies to the public [2]. 

The following objectives are set within the framework of this article: research of the network 
worm viruses operating principles; classification of its varieties; protection against its attacks; 
development of software in the Kotlin programming language for detection and neutralization of 
P2P network worms in the Windows OS. 

1. Network Worms and their Action Mechanism 

Network worms are the programs replicating themselves in the different places on computer. It 
is subclass of viruses, with which worms sharing the common characteristics. The aim of this type 
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of malware is to saturate computers and networks to prevent their operating. This malware 
differs from other viruses on the several directions. 

Network worm is the stand–alone program that can reside on the hard disk, unlike other viruses, 
which, like parasites, hide in files or in executable code contained in boot sector of hard disk [3]. 
Some rare worms do not write to the disk and are stored in memory. 

Network worm can enter through the network directly by using any open port, but classic way is to 
present itself as attachment attached to E-mail. Some worms are launched directly by reading an E-
mail (especially if computer system has not been updated). However, in the most cases, user needs 
to click on attachment for the worm to launch [4]. 

Network worm does not replicate locally, unlike other viruses, but its most common method of 
propagation is by sending automatically generated E-mails, which are sent without the user's 
knowledge to various addresses. These addresses are taken by the worm from the disk files (in 
particular, from address book), or are addresses constructed semi–randomly. 

Network worms install usually on the attacked computer next malicious programs: spyware, key 
loggers, backdoors, and Trojans. These programs can be used to surveillance on the user’s activity, 
intercept passwords or credit card numbers, or remotely controlling the computer to turn it into 
zombie–computer, which can be used as repeater for Denial-of-service (DDoS) carrying out 
attacks or for sending the mass spam. General public uses the term virus mistakenly to refer to this 
type of malicious programs [5].  

Network worms written as scripts can be embedded in E-mail or HTML page (Trojans). These 
worms are activated by user’s actions who believe that he is gaining access to information intended 
for him. The worm can be programmed in C, C++, Delphi, Assembler, Python or another 
programming language also. 

In most cases, network worms exploit vulnerabilities in software to spread. Software vendors usually 
fix these flaws as soon as worms appear. By downloading the latest versions of antiviruses programs 
as soon as they appear, it can reduce significantly the likelihood of worms being infected. Data 
damaged or destroyed by the worm is unrecoverable usually. 

Worm often gets onto computers through various routes, such as E-mail, unknown source 
programs, forum sites, pirated DVDs and CDs with games, USB drives, etc. 

A worm is designed to automatically copy itself from one computer to another. It takes control of the 
properties that transfer files or information to the computer. Once worm gets into computer system, 
it may disappear on its own. It can lead to intensive network traffic due to domino effect that slows 
down networks and entire Internet operation.  

New network worms spread very quickly when they appear. It spreads usually without user 
intervention and spreads complete (possibly modified) copies of itself from network to network. 
Such worm can consume the memory or network bandwidth, which can cause the computer crash 
[5]. Since the worms do not need the host program or file to spread, it can infiltrate your system 
and allow another person to control your computer remotely. Examples of recently appeared 
worms include the Sasser and Blaster worms. 

2. Classification of network worms  

Network worms Peer-to-peer (P2P) – is peer-to-peer network. It is the form of local area network, 
which connects computers in the serverless network, i.e. it establishes the direct connection between 
individual users (Fig. 1). Most file sharing networks on the Internet, such as Kazaa, Morpheus or 
BitTorrent systems, use the P2P technology. 
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Figure 1 – Peer-to-peer network (P2P) 

Network Worm can Spread in the File-Sharing Network in Three Ways: 

First method is for network worm to copy itself to the shared folder from which other users can 
download files. For this worm type, it is important to name correctly the file containing it, because 
more users download the files with interesting name than files with randomly generated names. This 
type of distribution in file-sharing networks is simple, but not very effective, since file-sharing services, 
exchange usually quite large files and almost all file-sharing services have now effective filters to exclude 
suspicious files of certain formats [6]. 

Second method of spreading the network worm uses the P2P protocol to offer the infected file as the 
search result (e.g. torrent file) to other users in the P2P network every time they perform the search. 
Then user copies the network worm to computer and infects the own computer system when they 
open the file. This method of spreading is more effective if the worm file size is approximately 
equal to the file being searched for. 

Third method is for the network worm to attack the vulnerability of its neighbors in the P2P 
network. This method can provide very high rate of propagation, when no user action is required 
(such as downloading the file and running it on the computer). Then the network worm infects 
these systems completely automatically. 

Once the network worm can see the neighbor list of each infected client in the P2P network, it can 
target it that allows the network worm to avoid the detection because it does not have to make 
excessive number of connections to other systems on the Internet, which is considered abnormal 
behavior by security systems. The P2P network is based on the fact that each user establishes multiple 
connections to other participants, which make the network worm much more difficult to detect, based 
on the traffic it generates [6]. 

3. Instant Messaging Worms 

Instant messaging programs such as What Sapp, Telegram, Windows Live Messenger, ICQ, or Skype 
are also vulnerable to malware due to their connection to the Internet. This type of network worm 
spreads by sending the user the link to Web page containing the worm. If the user clicks on the link, 
the worm is installed then and executed on the user's computer, as instant messaging applications 
typically do not have their own HTML parser (analyzer) and instead use the user's default 
browser. Once installed, the network worm spreads by sending the links to all contacts registered 
on the infected computer. 

3.1. Removable multimedia worms 

These network worms automatically copy themselves onto removable computer storage media, 
such as USB sticks, to spread from one computer to another. Unlike the other types of network 
worms discussed before, this worm does not use the network to spread. It can take advantage of 
the automatic launch of the storage media [7]. 

3.2. IRC (Internet Relay Chat) network worms 

IRC clients are the programs that allow any user to exchange text messages with other users in 
near real time via Internet Relay Chat. Most IRC programs use the special script to connect to IRC 
server (see Fig. 2), which is executed when the program is started. This scenario (script) contains 
the commands that the IRC program executes. These commands include the joining to the 
channel, writing the messages, and sending the files. 
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Figure 2 – IRC Server 

IRC network worm that has infected computer searches for IRC programs that it can use to 
spread: when it finds one, it modifies script that is downloaded automatically.  

The next time starting the program, the network worm automatically sends the scenario (script) 
to all users in the chat. If the user accepts the download and opens the downloaded file, the entire 
process is repeated. There are IRC network worms for at least five IRC programs (mIRC, pIRCh, 
vIRC, dIRC, and Xircon) take place currently [7]. 

Example of IRC worm detection:  

Fig. 3 shows network traffic dump infected with an IRC network worm. The host 192.168.45.130 
made DNS request to 192.168.45.2 to resolve irc.accesox.net. It is assumed that the host at 
192.168.45.130 may have been infected with IRC Trojan, which initiated TCP connection to 
irc.accesox.net, entered pre-defined IRC channel, and based on commands issued by the master 
bot, spread further infection by infecting the autorun.inf of connected USB devices. 

 

 

Figure 3 – Network traffic dump 

The process of detection by IRC Trojan on the host at 192.168.45.130 was described in detail. It 
was demonstrated on the Fig. 4 – Fig.11: 

 

Figure 4 – Password and nickname given by host bot for connection, set by the host bot 
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Figure 5 – Notification from IRC server sex.accesox.net and 5–PING command 

from IRC server and response PONG from bot 

 

 

Figure 6 – IRC information about network 

 

 

Figure 7 – Client bot with request to listen to the specific channel – “verga” 

 

Figure 8 – Additional message indicating the number of active channels, 

local users, online operators, etc. on the IRC server 
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Figure 9 – Request message indicating on attempt to re-register client bot to listen the “Verga” channel 

 

 

 

Figure 10 – Message from botnet – pLagUe download exe (plaga.exe) from 
http://www.freewebtown.com/redzone/ 

 

 

 

Figure 11 – Private message from client bot indicating on successful injection 

of exe into autorun.inf of four USB devices 

4. Protection against Network Worms 

The technical means reach their limits when it comes to protecting the user against psychological 
influence (social engineering), for example, with legitimate-looking E-mail asking to download 
some infected fragment. However, it is advisable to inform the users of the risks, for example 
during anti-phishing campaigns. User training makes it difficult for the worm's sender to convince 
user to open compromised file, such as E-mail attachment. 

It is recommended not to open illegitimate files from E-mail attachments or other sources, even 
if they come from sender known to the recipient. Indeed, the fact that the sender is known is no 
guarantee of security since an attacker can use it [8]: 

The sender may have very similar E-mail address (within one character, sometimes even relying 
on the similarity between certain characters: «o/0», «l/1», -/_, etc.), when trying to impersonate 
the known sender (the spoofing attack); 

The attacker can compromise E-mail address of well–known sender, for example, by stealing 
his identifiers, or in some another way; 

The well-known sender may become the victim of the network worm himself or herself that 
uses their mailbox as means of distribution. 

Files can be pre-scanned for common malware, section about antivirus scanners.  
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This files intended for specific application (such as music files with .mp3 extension or image files with 
.jpg and .jpeg extensions) should not be viewed simply by using "open" option, but by using "open 
with" option in pop-up menu by selecting the appropriate program.  

This preventive measure is intended to avoid the misleading double file extension that uses the 
hiding of known file extensions (enabled by default in Microsoft operating systems after 
Windows 95) to trick the user into thinking that the infected file Vacation.jpeg.exe, which is 
actually executable file, is simply JPEG photo, since it appears to him as simply vacation.jpeg. In 
particular, Microsoft Office documents (including files .doc/.docx, .xls/.xlsx, .ppt/.pptx, and .rtf) 
obtained from external sources should not be opened with MS Office installed for simple viewing. 
There is the risk that the macros (small program with potentially destructive content) stored in the 
MS Office document will be executed. It is best to use some program application that can view and 
print such files without offering the option to run such suspicious macros. 

4.1. Software protection 

Purpose of virus scanning is to detect the known viruses, network worms and Trojans, and attempt 
to block and destroy them. Antivirus solution is most effective when malware is detected by virus 
scanning before the malicious file is executed for the first time on the computer system it is 
protecting [9]. Therefore, it is recommended to scan any new file from external source (removable 
storage media, flash drive, disk, Web page, E-mail attachment etc.) with updated antivirus software 
before it executing or reading. To exclude other infection routes, it is recommended also to scan 
files from the general network if it is not possible to exclude the intermediate infection via one of 
the other ways. 

Antivirus software uses "signature comparison" search method to detect malware: it analyzes the 
files given to it to look for known virus signatures. In reality, it cannot detect malware that it does 
not (yet) know about and therefore antivirus software cannot determine with certainty that a file 
is virus-free. Antivirus only detects viruses that it knows about. 

From this point, there is the "race" between the network worm developers, who try to hide the 
network worm as much as it is possible, or change the known variant of worm so that it is no longer 
detected, and the antivirus software developer, who tries to keep its signature database in the actual 
current state [10]. 

Because antivirus software by nature is inherently always lagging behind threats, it also contains 
the components that monitoring the processes used on the computer system to detect suspicious 
activity that could potentially reveal the presence of malware, even if it has passed the antivirus 
software scan successfully. Thus, the methods for detecting and concealing malicious activity of 
viruses and worms are the subject of the similar “race”. 

Once the malware starts running, it can disable antivirus software or manipulate the computer 
system so that the antivirus scanner no longer detects the malware [10]. In this case, it need to 
install and configure the firewall: check the presence and correctness of the firewall settings on the 
computer or network. It need to make sure that access to all Internet Relay Chat (IRC) servers and 
ports is controlled and limited. Antivirus software must be used: install and update regularly the 
antivirus software on all computers in the network. The antivirus program must detect and block 
all known IRC network worms. 

It needs to limit user rights: operate the system with minimal privileges, use limited user accounts 
for everyday tasks and grant administrative rights only when necessary [11]. 

Software should be updated: regularly update the operating system, browsers, plugins, and other 
software. Updates often contain fixes for vulnerabilities that network worms can exploit to 
intrude. It need to be careful when opening attachments and links: do not open attachments or click 
on links from unfamiliar or suspicious sources. IRC network worms are spread often through the 
malicious attachments or links.  

Regular malware scans are required: regularly scan computers on the network with antivirus 
software to detect and remove possible malware, including IRC network worms. 
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Network monitoring is required: put in place the process for monitoring network traffic and 
system logs to detect abnormal activity and intrusion attempts via IRC worms. 

Passwords should be updated: change passwords for computer system access regularly, including IRC 
accounts, use complex and unique passwords to prevent guessing or hacking. 

Back up important data regularly. If computer system or data is infected with the IRC network worm, 
it is possible to restore the information from the last working backup. 

Intrusion Detection Systems (IDS) analyze network traffic and system logs to detect anomalous 
activity consistent with network worms. It can use the rules and algorithms to identify potential 
threats and alert the system administrator. 

Network traffic monitoring can detect unusual activity such as bulk packet sending or port 
scanning attempts that may be associated with the spread of network worms [12]. 

4.2. Detecting P2P Network Worms on Windows  

Network worm was developed in Python programming language with following principle: 
malicious program called "Network worm" gets onto "Windows" operating system, is fixed in the 
registry (Fig.12), in the service (Fig. 13) and in the "AppData" package (Fig. 14). Then it receives 
instructions in the "instruction.txt" file and performs malicious actions if there is such task and 
spreads further via E-mail (Fig. 15). 

 

 

Figure 12 – Pinning “Network Worm” to the registry 

 

Figure 13 – «Network Worm» Service 
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Figure 14 – «Network Worm» in the Folder «AppData» 

 

 

Figure 15 – Spreading the “Network Worm” by E-mail 

The main tasks of the network worm after infecting the device with Windows OS: 

Create itself copy on the infected device and write itself to startup via the registry. 

Trigger (activate) the canary token (so that the notification is sent to E-mail that the network 
worm has settled on the next device (is demonstrated in the Fig. 16). 

Contact server and receive from it some data (instructions). In this case, network worm will receive 
E-mail list addresses for the further sending of its copies to them (see Fig. 17). 

Perform some actions on the infected device and begin self-propagation by sending its copies to 
previously received E-mails, as shown in Fig. 18 

 

Figure 16 – Canary token notification 
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Figure 17 – Contacting the Server and Receiving Instructions 

To detect such types of network worms, software was developed in programming language 
Kotlin, which has the following approach and block diagram (see Fig. 18): 

When starting the Windows OS, the following steps must be performed: 

1. Check the computer system for existing network worms. 

2. Delete the malicious files and/or stop the processes. 

3. Delete the process of network worm auto run from the registry. 

4. Clean the system resources associated with the network worm. 

5. Search for and neutralize the P2P network worm during infection. 

6. Block the ports of computer system through Windows Firewall. 

 

Figure 18 – Software Block Diagram 

This software does not require information security and programming extensive knowledge, since 
the “bat” script (Fig. 19) and the service (Fig. 20) for auto starting the software have been created. 
There is algorithm description and main functions of software. 

1. Run the developed program. 
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2. Create worm IPs empty list to store IP addresses of detected P2P network worms. 

3. Call the get LocalIPandPort function to get the local IP address and port. 

4. Extract the subnet from the local IP address. 

5. Set the timeout value for the connection attempts. 

6. Perform the following steps for each IP address in the subnet: 

7. Check if IP address is P2P network worm by calling the WormP2P function with the IP 
address, local port, and timeout. 

8. If it is P2P network worm, add the IP address to the wormIPs list. 

9. For each network worm IP address in wormIPs, perform the following steps: 

10. Call neutralizeWormP2P function; delete malicious files or/and stop processes; remove worm 
autorun from registry; clean system resources associated with worm; block ports via Windows 
Firewall; with the worm IP address to neutralize the worm. 

11. If action is successful, print message indicating that network worm is neutralized. 

12. Terminate the program. 

 

 

Figure 19 –Script “bat” for Launching Software 

 

Figure 20 – Service for Auto start Software 

The result of the software operation is shown in Fig. 21: 

 

Figure 21 – Removing the Network Worm from the Folders and Registry 

CONCLUSION 

Detecting and neutralizing network worms in Windows OS are critical task for information 
security specialists. Combination of antivirus software, intrusion detection systems, network 
monitoring of traffic, software patching and updating, as well as user training allows to effectively 
combating these threats. The information security should be priority for every organization and 
individual in order to minimize risks and maintain confidentiality, integrity and availability of 
data. 
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