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INTRODUCTION

Expanding connectivity options and the development of digital infrastructures have increased
the incentives and opportunities of intruders for cyberattacks. Although the significant progress
has been made in developing and implementing the defense strategies, much of this effort has
focused on developing of the new solutions rather than evaluating and promoting them. It is
therefore important for governments, companies, and individuals to identify the models and
means of collaboration to identify and evaluate strategies to reduce the risk associated with cyber
threats such as network worms [1].

For this purpose, the field of information systems security could benefit from lessons learned and
methods used in the field of public health. In particular, we believe that adopting public health
perspective would provide comprehensive framework for identifying factors affecting
information systems security and understanding their root causes, developing and evaluating
effective strategies to improve information systems security, and implementing and
disseminating the developed strategies to the public [2].

The following objectives are set within the framework of this article: research of the network
worm viruses operating principles; classification of its varieties; protection against its attacks;
development of software in the Kotlin programming language for detection and neutralization of
P2P network worms in the Windows OS.

1. Network Worms and their Action Mechanism

Network worms are the programs replicating themselves in the different places on computer. It
is subclass of viruses, with which worms sharing the common characteristics. The aim of this type
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of malware is to saturate computers and networks to prevent their operating. This malware
differs from other viruses on the several directions.

Network worm is the stand-alone program that can reside on the hard disk, unlike other viruses,
which, like parasites, hide in files or in executable code contained in boot sector of hard disk [3].
Some rare worms do not write to the disk and are stored in memory.

Network worm can enter through the network directly by using any open port, but classic way is to
present itself as attachment attached to E-mail. Some worms are launched directly by reading an E-
mail (especially if computer system has not been updated). However, in the most cases, user needs
to click on attachment for the worm to launch [4].

Network worm does not replicate locally, unlike other viruses, but its most common method of
propagation is by sending automatically generated E-mails, which are sent without the user's
knowledge to various addresses. These addresses are taken by the worm from the disk files (in
particular, from address book), or are addresses constructed semi-randomly.

Network worms install usually on the attacked computer next malicious programs: spyware, key
loggers, backdoors, and Trojans. These programs can be used to surveillance on the user’s activity,
intercept passwords or credit card numbers, or remotely controlling the computer to turn it into
zombie-computer, which can be used as repeater for Denial-of-service (DDoS) carrying out
attacks or for sending the mass spam. General public uses the term virus mistakenly to refer to this
type of malicious programs [5].

Network worms written as scripts can be embedded in E-mail or HTML page (Trojans). These
worms are activated by user’s actions who believe that he is gaining access to information intended
for him. The worm can be programmed in C, C++, Delphi, Assembler, Python or another
programming language also.

In most cases, network worms exploit vulnerabilities in software to spread. Software vendors usually
fix these flaws as soon as worms appear. By downloading the latest versions of antiviruses programs
as soon as they appear, it can reduce significantly the likelihood of worms being infected. Data
damaged or destroyed by the worm is unrecoverable usually.

Worm often gets onto computers through various routes, such as E-mail, unknown source
programs, forum sites, pirated DVDs and CDs with games, USB drives, etc.

A worm is designed to automatically copy itself from one computer to another. It takes control of the
properties that transfer files or information to the computer. Once worm gets into computer system,
it may disappear on its own. It can lead to intensive network traffic due to domino effect that slows
down networks and entire Internet operation.

New network worms spread very quickly when they appear. It spreads usually without user
intervention and spreads complete (possibly modified) copies of itself from network to network.
Such worm can consume the memory or network bandwidth, which can cause the computer crash
[5]. Since the worms do not need the host program or file to spread, it can infiltrate your system
and allow another person to control your computer remotely. Examples of recently appeared
worms include the Sasser and Blaster worms.

2. Classification of network worms

Network worms Peer-to-peer (P2P) - is peer-to-peer network. It is the form of local area network,
which connects computers in the serverless network, i.e. it establishes the direct connection between
individual users (Fig. 1). Most file sharing networks on the Internet, such as Kazaa, Morpheus or
BitTorrent systems, use the P2P technology.
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Figure 1 - Peer-to-peer network (P2P)
Network Worm can Spread in the File-Sharing Network in Three Ways:

First method is for network worm to copy itself to the shared folder from which other users can
download files. For this worm type, it is important to name correctly the file containing it, because
more users download the files with interesting name than files with randomly generated names. This
type of distribution in file-sharing networks is simple, but not very effective, since file-sharing services,
exchange usually quite large files and almost all file-sharing services have now effective filters to exclude
suspicious files of certain formats [6].

Second method of spreading the network worm uses the P2P protocol to offer the infected file as the
search result (e.g. torrent file) to other users in the P2P network every time they perform the search.
Then user copies the network worm to computer and infects the own computer system when they
open the file. This method of spreading is more effective if the worm file size is approximately
equal to the file being searched for.

Third method is for the network worm to attack the vulnerability of its neighbors in the P2P
network. This method can provide very high rate of propagation, when no user action is required
(such as downloading the file and running it on the computer). Then the network worm infects
these systems completely automatically.

Once the network worm can see the neighbor list of each infected client in the P2P network, it can
target it that allows the network worm to avoid the detection because it does not have to make
excessive number of connections to other systems on the Internet, which is considered abnormal
behavior by security systems. The P2P network is based on the fact that each user establishes multiple
connections to other participants, which make the network worm much more difficult to detect, based
on the traffic it generates [6].

3. Instant Messaging Worms

Instant messaging programs such as What Sapp, Telegram, Windows Live Messenger, ICQ, or Skype
are also vulnerable to malware due to their connection to the Internet. This type of network worm
spreads by sending the user the link to Web page containing the worm. If the user clicks on the link,
the worm is installed then and executed on the user's computer, as instant messaging applications
typically do not have their own HTML parser (analyzer) and instead use the user's default
browser. Once installed, the network worm spreads by sending the links to all contacts registered
on the infected computer.

3.1. Removable multimedia worms

These network worms automatically copy themselves onto removable computer storage media,
such as USB sticks, to spread from one computer to another. Unlike the other types of network
worms discussed before, this worm does not use the network to spread. It can take advantage of
the automatic launch of the storage media [7].

3.2.IRC (Internet Relay Chat) network worms

IRC clients are the programs that allow any user to exchange text messages with other users in
near real time via Internet Relay Chat. Most IRC programs use the special script to connect to IRC
server (see Fig. 2), which is executed when the program is started. This scenario (script) contains
the commands that the IRC program executes. These commands include the joining to the
channel, writing the messages, and sending the files.
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Figure 2 - IRC Server

IRC network worm that has infected computer searches for IRC programs that it can use to
spread: when it finds one, it modifies script that is downloaded automatically.

The next time starting the program, the network worm automatically sends the scenario (script)
to all users in the chat. If the user accepts the download and opens the downloaded file, the entire
process is repeated. There are IRC network worms for at least five IRC programs (mIRC, pIRCh,
VIRC, dIRC, and Xircon) take place currently [7].

Example of IRC worm detection:

Fig. 3 shows network traffic dump infected with an IRC network worm. The host 192.168.45.130
made DNS request to 192.168.45.2 to resolve irc.accesox.net. It is assumed that the host at
192.168.45.130 may have been infected with IRC Trojan, which initiated TCP connection to
irc.accesox.net, entered pre-defined IRC channel, and based on commands issued by the master
bot, spread further infection by infecting the autorun.inf of connected USB devices.

No. Destination Protocol gth Info
a 192.168.45.2 75
[ 192.168.45.139 NS 107 Standard query response €x4683 A irc.accesox.net A 91.121.109.60 A 91.121.96.162
91.121.160.60 e 621838 . 5540 [SYN] Seq=0 Nin=64248 Len=d MSS=1460 SACK PERM

TR 585540 ~ 1038 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len<6 KSS=1460
A

[PSH, ACK] §

0 [ACK] 56q=76 Ack=1
PSH, ACK] Seq=196
PSH,

e
e
o
(5]
(53

106.60

91
192.168.45.130
91.121.106.60
192.168.45.139 91.12 PSH, S
91.121.166.60 192,166.45.130 e 54 5540 - 1038 [ACK] Seq=1371

00 8c 29 84 fe f
80 11 Se bo cé al
60 29 b7 a1 46 8!

+ Frave 1: 75 bytes on wire (669 bits), 75 bytes captured (669 bits)
» Ethernet IT, Src: VMware 84:fe:f9 (80:0c:29:84:fe:f9), Dst: Vware eb:e6:60 (00:50:56:eb:e6:60)
» Internet Protocol Version 4, Src: 192.168.45.130, Dst: 192,168.45.2
» User Datagram Protocol, Src Port: 1837, Dst Port: 53
+ Domain Name System (query)
Transaction ID: 8x4683
» Flags: €x0100 Standard query
Questions: 1
Answer RRs: 8
Authority RRs: @
Additional RRs: 8
* Queries
« irc.accesox.net: type A, class IN

80 0100 681

[Nase Length: 15)

[Label Count: 3]

Type: A (Host Address) (1)
Class: IN (0x0001)

Figure 3 - Network traffic dump

The process of detection by IRC Trojan on the host at 192.168.45.130 was described in detail. It
was demonstrated on the Fig. 4 - Fig.11:

£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap

PASS mierdaq
NICK pLagUe{USA}64007
USER SkuZ * ok .4.TeaM UniX b@at O.El

Figure 4 - Password and nickname given by host bot for connection, set by the host bot
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£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap

:sex.accesox.net NOTICE AUTH :*** Looking up your hostname...

:sex.accesox.net NOTICE AUTH :*** Checking ident...

:sex.accesox.net NOTICE AUTH :*** No ident response; username prefixed with ~
:sex.accesox.net NOTICE AUTH :*** Couldn't resolve your hostname; using your IP
address instead

PING :S6EF9DAC

PONG SGEF9DAC

Figure 5 - Notification from IRC server sex.accesox.net and 5-PING command

from IRC server and response PONG from bot

£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.peap (]

isex.accesox.net 001 pLagUe{USA}64007 :Welcome to the AccesoX IRC Network pLagUe{USA}
64007 !~Skuz@59.163.104 .34

sex.accesox.net 002 pLagUe{USA}64007 :Your host 1s sex.accesox.net, running version
Unreal3.2.9-rcl

:sex.accesox.net 003 pLagUe{USA}64007 :This server was created ven mar 25 2011 at
02:34:51 CET| - -

:sex.accesox.net 004 pLagUe{USA}64007 sex.accesox.net Unrea13.2.9-rc§
liowghr aAsORTVSXNCWqBzvdHtGp lvhopsmntikrRcagOALQbSeIKVIMCuzNTGjZ B
:sex.accesox.net 005 pLagUe{USA}64007 CMDS=KNOCK,MAP,DCCALLON,USERIP'UHNAMES NAMESX
SAFELIST HCN MAXCHANNELS=16 CHANLIMIT=#:16 MAXLIST=b:60,e:60,1:60 NICKLEN=30
CHANNELLEN=32 TOPICLEN=307 KICKLEN=307 AWAYLEN=307 :are supported by this server|
:sex.accesox.net 005 pLagUe{USA}64007 MAXTARGETS=20 WALLCHOPS WATCH=128 WATCHOPTS=4
SILENCE=15 MODES=12 CHANTYPES=# PREFIX=(qaohv)~&@%4
CHANMODES=beI, kfL, 13, psmnt1rRcOAQKVCUZNSMTGZ NETWORK=AccesoX CASEMAPPING=ascil
EXTBAN=~,qjncrR ELIST=MNUCT :are supported by this server

:sex.accesox.net 005 pLagUe{USA}64007 STATUSMSG=~&@%+ EXCEPTS INVEX :are supported by
this server

Figure 6 - IRC information about network

£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap

MODE pLagUe{USA}64007 -ix

JOIN ##verga## |

JOIN ##verga##

PRIVMSG ##verga## :.4.NueVo PuTo InfeCcIoN.

Figure 7 - Client bot with request to listen to the specific channel - “verga”

ﬂ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap Q

rsex.accesox.net 251 plLagUe{USA}64007 :There are 56 users and 189 invisible on 9
servers
rsex.accesox.net 252 plLagUe{USA}64007 8 :operator(s) onlind

:sex.accesox.net 253 pLagUe{USA}64007 1 :unknown connection(s)
1sex.accesox.net 254 pLagUe{USA}64007 30 :channels formed
rsex.accesox.net 255 pLagUe{USA}64007 :I have 28 clients and © servers

:sex.accesox.net 265 plLagUe{USA}64007 :Current Local Users: 28 Max: 196
:sex.accesox.net 266 pLagUe{USA}64007 :Current Global Users: 245 Max: 2976
1sex.accesox.net 372 plLagUe{USA}64007 :- This is the short MOTD. To view the complete
MOTD type /motd|
1sex.accesox.net 372 plLagUe{USA}64007 :- |

rsex.accesox.net 376 nlaalle{USAY64007 :Fnd of /MOTD command.

Figure 8 - Additional message indicating the number of active channels,

local users, online operators, etc. on the IRC server
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£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap
:pLagUe{USA}64007 MODE plLagUe{USA}64007 :-ix
MODE pLagUe{USA}64007 -ix
JOIN ##verga##
JOIN ##verga##| B
MODE plLagUe{USA}64007 -ix
JOIN ##verga##
JOIN ##verga##
:plaque{USA}64007 ! ~-SkuZ@59.163.104.34 JOIN :#4vergak#

Figure 9 - Request message indicating on attempt to re-register client bot to listen the “Verga” channel

Yl Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap

isexvaccesox:net¥ 3328 pLagUe{USA} 64007 #iver
redzone/plaga.exe c:\jiji.exe 1 .
:sex.accesox.net 333 pLagUe{USA}64007 ##verga## ragebot 1298999449
:sex.accesox.net 353 plLagUe{USA}64007 @ ##verga## :plLagUe{USA}64007
:sex.accesox.net 366 pLagUe{USA}64007 ##verga## :End of /NAMES list.
:sex.accesox.net 404 pLagUe{USA}64007 ##verga## :You need voice (+Vv) (##verga##)

2!downloaditz http://www:freewebtown.com/

Figure 10 - Message from botnet - pLagUe download exe (plaga.exe) from
http://www.freewebtown.com/redzone/

Fal Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.pcap

:sex.accesox.net 482 plLagUe{USA}64007 ##verga## :You're not channel operator

PRIVMSG ##verga## :.4.{. USB.4 }.. Injected Virus into .4.autorun.inf.. on drive.4. D:
;sex.accesox.net 404 pLagUe{USA}64007 ##vergak# :You need voice (+v) (##verga##)
‘PIL‘: NIV

PONG sex.accesox.net|

Figure 11 - Private message from client bot indicating on successful injection
of exe into autorun.inf of four USB devices
4. Protection against Network Worms

The technical means reach their limits when it comes to protecting the user against psychological
influence (social engineering), for example, with legitimate-looking E-mail asking to download
some infected fragment. However, it is advisable to inform the users of the risks, for example
during anti-phishing campaigns. User training makes it difficult for the worm's sender to convince
user to open compromised file, such as E-mail attachment.

It is recommended not to open illegitimate files from E-mail attachments or other sources, even
if they come from sender known to the recipient. Indeed, the fact that the sender is known is no
guarantee of security since an attacker can use it [8]:

The sender may have very similar E-mail address (within one character, sometimes even relying
on the similarity between certain characters: «o/0», «1/1», -/_, etc.), when trying to impersonate
the known sender (the spoofing attack);

The attacker can compromise E-mail address of well-known sender, for example, by stealing
his identifiers, or in some another way;

The well-known sender may become the victim of the network worm himself or herself that
uses their mailbox as means of distribution.

Files can be pre-scanned for common malware, section about antivirus scanners.
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This files intended for specific application (such as music files with .mp3 extension or image files with
Jjpg and .jpeg extensions) should not be viewed simply by using “open” option, but by using “open
with" option in pop-up menu by selecting the appropriate program.

This preventive measure is intended to avoid the misleading double file extension that uses the
hiding of known file extensions (enabled by default in Microsoft operating systems after
Windows 95) to trick the user into thinking that the infected file Vacation.jpeg.exe, which is
actually executable file, is simply JPEG photo, since it appears to him as simply vacation.jpeg. In
particular, Microsoft Office documents (including files .doc/.docx, xls/.xlsx, .ppt/.pptx, and .rtf)
obtained from external sources should not be opened with MS Office installed for simple viewing.
There is the risk that the macros (small program with potentially destructive content) stored in the
MS Office document will be executed. It is best to use some program application that can view and
print such files without offering the option to run such suspicious macros.

4.1. Software protection

Purpose of virus scanning is to detect the known viruses, network worms and Trojans, and attempt
to block and destroy them. Antivirus solution is most effective when malware is detected by virus
scanning before the malicious file is executed for the first time on the computer system it is
protecting [9]. Therefore, it is recommended to scan any new file from external source (removable
storage media, flash drive, disk, Web page, E-mail attachment etc.) with updated antivirus software
before it executing or reading. To exclude other infection routes, it is recommended also to scan
files from the general network if it is not possible to exclude the intermediate infection via one of
the other ways.

Antivirus software uses "signature comparison"” search method to detect malware: it analyzes the
files given to it to look for known virus signatures. In reality, it cannot detect malware that it does
not (yet) know about and therefore antivirus software cannot determine with certainty that a file
is virus-free. Antivirus only detects viruses that it knows about.

From this point, there is the "race" between the network worm developers, who try to hide the
network worm as much as it is possible, or change the known variant of worm so that it is no longer
detected, and the antivirus software developer, who tries to keep its signature database in the actual
current state [10].

Because antivirus software by nature is inherently always lagging behind threats, it also contains
the components that monitoring the processes used on the computer system to detect suspicious
activity that could potentially reveal the presence of malware, even if it has passed the antivirus
software scan successfully. Thus, the methods for detecting and concealing malicious activity of
viruses and worms are the subject of the similar “race”.

Once the malware starts running, it can disable antivirus software or manipulate the computer
system so that the antivirus scanner no longer detects the malware [10]. In this case, it need to
install and configure the firewall: check the presence and correctness of the firewall settings on the
computer or network. It need to make sure that access to all Internet Relay Chat (IRC) servers and
ports is controlled and limited. Antivirus software must be used: install and update regularly the
antivirus software on all computers in the network. The antivirus program must detect and block
all known IRC network worms.

It needs to limit user rights: operate the system with minimal privileges, use limited user accounts
for everyday tasks and grant administrative rights only when necessary [11].

Software should be updated: regularly update the operating system, browsers, plugins, and other
software. Updates often contain fixes for vulnerabilities that network worms can exploit to
intrude. It need to be careful when opening attachments and links: do not open attachments or click
on links from unfamiliar or suspicious sources. IRC network worms are spread often through the
malicious attachments or links.

Regular malware scans are required: regularly scan computers on the network with antivirus
software to detect and remove possible malware, including IRC network wormes.
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Network monitoring is required: put in place the process for monitoring network traffic and
system logs to detect abnormal activity and intrusion attempts via IRC worms.

Passwords should be updated: change passwords for computer system access regularly, including IRC
accounts, use complex and unique passwords to prevent guessing or hacking.

Back up important data regularly. If computer system or data is infected with the IRC network worm,
itis possible to restore the information from the last working backup.

Intrusion Detection Systems (IDS) analyze network traffic and system logs to detect anomalous
activity consistent with network worms. It can use the rules and algorithms to identify potential
threats and alert the system administrator.

Network traffic monitoring can detect unusual activity such as bulk packet sending or port
scanning attempts that may be associated with the spread of network worms [12].

4.2. Detecting P2P Network Worms on Windows

Network worm was developed in Python programming language with following principle:
malicious program called "Network worm" gets onto "Windows" operating system, is fixed in the
registry (Fig.12), in the service (Fig. 13) and in the "AppData" package (Fig. 14). Then it receives
instructions in the "instruction.txt” file and performs malicious actions if there is such task and
spreads further via E-mail (Fig. 15).

f& Ragistry Editor
File Edit Wiew Festured Help
ComputarHKEY_CURRENT _USERLSOFTWAREMicresof\Window\ CurrentVersion Run
» | Exploer A | Hua Tun 3uaueue
> R En 38)iM o ywanuaHuio) REG 52 {IHALERAE K2 NPRCECEHD)
Extensions 3¥CCleaner Smart Cleaning  REG.SZ “CAProgram Files\Cleanen (lleanerbdee” ION
L feeds ¥)eomsguirrelTeams Teams  REG 52 CUsers\TmahAppData\ LocalMicrosofTeama\J_
z ;;::ﬁ;‘:t'm ﬂzﬁmd REG.5Z “CUsersjijmatAppDatalLocal DiscorchUpdate.ex_
+ 1 GameDVR #b|bnvisible Secrets 4 REG_SZ CAPROGRA~2YINVIS]= 1imtray. exe
5 1 Group Folicy &:M.’:rnsnﬂEdgeﬁ.u!{:-Laum'_ REG_SZ “CA\Pragram Files (a26)Micrasait\EdgelApplicatio.
GrpCom ) OneDrive REG.SZ “CyUserdiimatAnpDataLacaiMicrosor OneDriv..
s 1 Holograghic ¥ OpedVPN-GUI REG 52 CAProgram FilesOpenVPIbincoempa-gui exe
3 1 ime ¥t REGSZ “CilsershmatapsDatas ReaminguToment Weblu..
» L ImmersiveShell ¥ Windseribe REG 52 “ChProgram Files (EaWindscribeWindseribe exe..
» L InstaliService S worm | REG 52 ChUsers\imalApn0aia\ Roamingwom womapy
? :'f‘-*"**ﬁ“"f@s e REG.SZ C\Users\[fma\ApaData\ Roaming\Yandes\Vandex_
Y o

Figure 12 - Pinning “Network Worm” to the registry

& Serices Properfies wonmsenice {Local comprrier) ®
| File Acfn View Hefp .Common Login R oy Dependencies
= y =
oM DdEbBEE Y Serdconama WomESardoo

2 Senice {Loc)| [l Senice(locd)|  Displayrame WomSendea I |

rmaryioe Descdpion Hon Stamuo Tvea Legin as
e Mirwal dactivabed| Local syshom
Siort S sondon aess M Local serdoa
Excritzbio fla s Ausnmatcally Leeal syatem
- r ress fustomatically Local shatem
ress Disabicd Local shatem
Samonod | Auomatc < gess (LT Local serdee
ess Ausoeratcally Local syEtem
e qress fustomatically Local syshem
Sens Shonped J— T Local system
Erart Ehop Faso o i eSS Atomatcally Lol sysham
Yo . SEeclYy SLUIE PURTRIS 1 Rpy When SRR D Autmmacally Local syatem
el S D 00 H S o 20 e ess Atmatcally Lol sysbem
eSS susmmarcaly Ll systam
Laurch opfiors ] fusomancally Lol syatem
s Ml Lecal system
ress il factvaiod| Lecal sendea
Carcd | ARAlv | gess pumedtcdly  Lecd sendea
) WINDOWE PTG MM G AR eSS |5 ) Local syatom
£l Wrderan Loarch I pogress Butmmacally Local syshom
O mtrmienive Rustmatically Lecal system
L WL Ay LT S il (aetvaned) Local syshom

Figure 13 - «Network Worm» Service
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Disk(C) Users jiima > AppData > Roaming > worm
Name Date of change
instruction 29.06.2023 23:24
README 29.06.2023 23:24
virus 29.06.2023 20:12
{4 worm 29.06.2023 2324
¥ worm 29.06.2023 17:52

Detection and Neutralization Method of Network Worms

Search in Worm

Type Size
Text document 1KB
Text document 1KB
Text document 4 KB
Application 8880 KB
Source file 4KB

Figure 14 - «Network Worm» in the Folder «AppData»

Hello

Boite de récept

jiimaxime@gmail.com
A moi w

fa‘

n worm.py

1 piéce jointe - Analyse effectuée par Gmail (O

on x

4

e ™, e

( e« Répondre ) (
. AN

~» Transférer )

~

o

Figure 15 - Spreading the “Network Worm” by E-mail

The main tasks of the network worm after infecting the device with Windows OS:

Create itself copy on the infected device and write itself to startup via the registry.

Trigger (activate) the canary token (so that the notification is sent to E-mail that the network
worm has settled on the next device (is demonstrated in the Fig. 16).

Contact server and receive from it some data (instructions). In this case, network worm will receive
E-mail list addresses for the further sending of its copies to them (see Fig. 17).

Perform some actions on the infected device and begin self-propagation by sending its copies to

previously received E-mails, as shown in Fig. 18

Canarytoken triggered

An HTTP Canarytoken has been triggered by the Source IP 95.25. Sl
Basic Details:

Channel HTTP

Time 2023-86-29 16:48:56 (UTC)
Canarytoken wuogmpbs1sstcuoidewlqorgi
Token Reminder Alert |

Token Type web

95.25. TEm——

python-requests/2.36.0

Source IP

User Agent

Figure 16 - Canary token notification
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] X l\\ l’ ~]
y http server 4444

Serving HTTP on 0.0.0.0 port 4444 (http://0.0.0.0:4444/)

10.10.0.1 - - [29/Jun/2023 10:52:50] "GET [SUISSNSSTLHEMSE] HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 10:58:02] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 11:08:15] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 11:52:59] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 11:59:54] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:05:06] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:11:27] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:12:13] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:14:40] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:16:27] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:23:52] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:24:46] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:25:21] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:26:26] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:27:01] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:27:18] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:30:19] "GET /instructions.txt HTTP/1.1" 200 -
10.10.0.1 - - [29/Jun/2023 12:31:23] "GET /instructions.txt HTTP/1.1" 200 -

Figure 17 - Contacting the Server and Receiving Instructions

To detect such types of network worms, software was developed in programming language
Kotlin, which has the following approach and block diagram (see Fig. 18):

When starting the Windows OS, the following steps must be performed:
1. Check the computer system for existing network worms.

2. Delete the malicious files and/or stop the processes.

3. Delete the process of network worm auto run from the registry.

4. Clean the system resources associated with the network worm.

5. Search for and neutralize the P2P network worm during infection.

6. Block the ports of computer system through Windows Firewall.

05 Windows
inon
[

)

Check P2P worm

N‘? Already exists In the process No
network worm of infection
l Yes l Yes
- ) Cleaning up Blockin
Remaving of Remaoving of a
the malicious the network the system %;)_rt: via
files or/and worm autorun resources Vindows
stopping the h associated Firewall
processes from registry with network

| |
|

Cutput the message

Figure 18 - Software Block Diagram

This software does not require information security and programming extensive knowledge, since
the “bat” script (Fig. 19) and the service (Fig. 20) for auto starting the software have been created.
There is algorithm description and main functions of software.

1. Run the developed program.
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2. Create worm IPs empty list to store IP addresses of detected P2P network worms.
3. Call the get LocallPandPort function to get the local IP address and port.

4. Extract the subnet from the local IP address.

5. Set the timeout value for the connection attempts.

6. Perform the following steps for each IP address in the subnet:

7. Check if IP address is P2P network worm by calling the WormPZP function with the IP
address, local port, and timeout.

8. If it is P2P network worm, add the IP address to the wormIPs list.
9. For each network worm IP address in wormIPs, perform the following steps:

10. Call neutralize WormPZP function; delete malicious files or/and stop processes; remove worm
autorun from registry; clean system resources associated with worm; block ports via Windows
Firewall; with the worm IP address to neutralize the worm.

11. If action is successful, print message indicating that network worm is neutralized.

12. Terminate the program.

Name h Date of change Type Size
& wlrm 20.06.2023 17:52 Source file 4 KB
[ WormDetectionApp.kt 29.06.2023 16:50 File “KT- 9KB
|7 WormDetectionRunkt 29.06.2023 16:52 File “KT- 2KB
|__wormDetectionService 29.06.2023 1837 _ Batch file 1KB
4 worm 29.06.2023 17:52 Source file  P. 4KB
|7 worm.spec 29.06.2023 23:24 File -spgc" 1KB

Figure 19 -Script “bat” for Launching Software

RaiiSerrices (L ocy)

WimDutectionService Name i State Startup type  Loginas
13 Shaved PC Account Marager Turned off Local gpstam

start the sarvics {54 SMP ssctoaa npocipancts (MaRepocodr] Manually Hitwork sanvica
Dy syMan In prograss automaticany Locl gystam
B vagrant-vrrare-wity In prograss Automaticaly Lo<al spstam
1} VirualBax yitem setvice Manually Local gystam
¥ Meare Autherization Tervice In prograss sutomaticaly Local sprtsm
15 Vwiany DHCP Senvace: In progrees Automaticaly Local gpstam
5N ware NAT Sanvice In prograes Automaticaly Losal systam
) VMmary USE Arbitsation Seniin In progrees Autematicaly Local system

Figure 20 - Service for Auto start Software

The result of the software operation is shown in Fig. 21:

ristC:\Users\jj]'ma\AppDatd\Roaming\Micr‘osoft\Hindous\Recent\worm.lnkdelete file

file ristC:\Users\jjjma\AppData\Roaming\worm\worm.pydelete file ristC:\Users\jjjma\Desktop\ALL\worm.pydelete file
file ristC:\WOrmDetection\build\worm\worm.exe.manifestdelete file ristC:\WoraDetection\build\worm\worm.pkgdelete file
file rist(:\WOrmDetection\dist\worm.exedelete file ristC:\WormDetection\worm.pydelete file ristC:\WdrmDetection\worm.specdelete file rist

Figure 21 - Removing the Network Worm from the Folders and Registry
CONCLUSION

Detecting and neutralizing network worms in Windows OS are critical task for information
security specialists. Combination of antivirus software, intrusion detection systems, network
monitoring of traffic, software patching and updating, as well as user training allows to effectively
combating these threats. The information security should be priority for every organization and
individual in order to minimize risks and maintain confidentiality, integrity and availability of
data.
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