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The relevance of using electronic systems is growing in the context of the 
globalisation of transnational crime. The article aims to analyse the potential 
applications of these systems to identify possible areas for their improvement. 
The research methodology is based on identifying the current state of the crime 
rate in the world and its trends, as well as a technical review of electronic systems 
for continuous operation. The study results show that digital technologies speed 
up the process of sharing evidence, reduce the risk of its loss or distortion, and 
contribute to the transparency and accountability of investigations. The article 
highlights the main challenges related to cybersecurity. The proposed ways to 
overcome these challenges include the development of international standards, 
advanced training of law enforcement officers, and introducing the latest tools. 
The practical significance of the article lies in its ability to formulate 
recommendations on implementing effective electronic evidence exchange 
systems adapted to the specifics of different legal systems, thereby contributing 
to the transparency and accountability of investigations. Further research should 
focus on new technologies' impact and implementation in international 
investigative practice. 
 

 

INTRODUCTION   

Solving international crimes is one of the biggest challenges for modern law enforcement agencies. 
According to Miller (2023), transnational crimes are characterised by a high level of organisation and 
mobility of criminals, which makes them difficult to detect and apprehend. The diversity of legal 
systems creates additional obstacles to effective law enforcement. Successfully solving such crimes 
requires not only highly qualified personnel but also access to modern technologies and tools that 
allow the processing of large amounts of information. This underscores the critical need for 
strengthening law enforcement agencies, a task that requires significant training and equipment 
investment. 

International law enforcement cooperation is a critical element in the fight against transnational 
crime. The authors Thakkar et al. (2023) believe that interaction between law enforcement agencies 
of different countries, coordination of joint operations and information exchange is essential to 
counter global threats successfully. INTERPOL, Europol and the UN play an important role in creating 
platforms for cooperation, providing mechanisms for intelligence sharing and coordination at a 
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confidential level. International cooperation requires harmonising legal standards and procedures, 
allowing for a rapid response to criminal acts, regardless of geographical location. This process 
includes the conclusion of bilateral and multilateral agreements, joint exercises, and professional 
training for law enforcement officers. 

Digital technologies are leading in modern investigations, providing law enforcement agencies with 
the tools to collect, process and analyse evidence effectively. According to Nosál (2023), electronic 
systems significantly speed up the investigation process and reduce the likelihood of errors or loss 
of essential data. Modern evidence management systems provide automated recording and tracking 
of all stages of evidence handling, increasing the investigation process's transparency and 
accountability. The introduction of machine learning opens up opportunities for identifying and 
analysing complex criminal activity. This technology allows law enforcement to identify suspects 
accurately, analyse large amounts of data and draw reasonable conclusions based on the evidence. 

The study aims to analyse the effectiveness of electronic systems for the international exchange of 
evidence in criminal investigations and to compare them with the European experience. The article 
identifies the main objectives: 1. to assess the effectiveness of existing electronic systems for 
exchanging evidence in criminal investigations. 2. To identify the peculiarities of protecting 
confidential information while exchanging evidence between countries. 3. To study the trends in 
introducing the latest digital technologies in criminal investigations. 4. To develop recommendations 
for improving evidence exchange procedures based on the experience of European countries. 

LITERATURE REVIEW 

The issue of using electronic systems for the international exchange of evidence in criminal 
investigations is a subject of broad debate in the scientific community. Researchers study various 
aspects of their impact on the efficiency and transparency of criminal investigations. The authors 
Gupta and Husain (2023) examine the role of electronic systems in improving communication 
between law enforcement agencies in different countries, emphasising the importance of 
investigation processes. The study by Casino et al. (2022) analyses the impact of digital technologies 
on protecting confidential information and cybersecurity in the exchange of evidence. In his article, 
Gannon et al. (2023) discuss the benefits of using automated evidence management software. The 
author El-Kady (2023) highlights the experience of European countries in implementing electronic 
evidence exchange systems, noting their contribution to improving the effectiveness of law 
enforcement. Mesarčík et al. (2023) emphasise the importance of international cooperation and 
harmonisation of legal standards for successfully integrating digital technologies into the 
investigation process. Zavydniak (2021) analyses law enforcement agencies' challenges in 
implementing electronic systems. Stoykova and Franke (2023) draw attention to the role of new 
technologies in ensuring transparency and accountability of investigation processes. Murachov 
(2023) explores the impact of digital evidence-sharing platforms on improving coordination between 
different jurisdictions. According to Okmi et al. (2023), an important aspect is improving law 
enforcement officers' skills working with electronic systems through regular training and education 
programmes. The study Cinar and Bharadiya (2023) emphasises the need to develop and implement 
international standards to ensure effective information exchange between countries. Rojszczak 
(2020) examines the challenges related to cybersecurity and data protection when using electronic 
systems. The article by Ombu (2023) discusses the mechanisms of evidence exchange in the fight 
against international crime, emphasising the peculiarities of integrating international standards into 
national legal systems. Lukić-Radović and Manojlović-Nedeljković (2023) emphasise the significance 
of expanding the application of digital technologies to enhance the efficiency of law enforcement 
agencies. The potential for expanding opportunities for public involvement in monitoring and 
controlling compliance with the law in criminal investigations is an insufficiently explored issue. 
Kosta and Kamara (2023) and Melnyk et al. (2022) emphasise the importance of international 
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projects and programmes to improve the exchange of evidence between countries. Sharma et al. 
(2023) analyse the shortcomings of implementing electronic systems regarding privacy and legal 
regulation. Martin (2021) and Mulska et al. (2022) confirm that applying a systematic approach to 
the management of electronic evidence has allowed for the successful implementation of large-scale 
projects in the field of criminal investigations. Machado and Granja (2019) highlight the challenges 
and problems law enforcement agencies face in evidence sharing in the context of growing 
international tensions and cyber threats. Consequently, scholars call for developing a flexible legal 
framework to support and regulate digital technologies' use in criminal investigations. Given the 
limited number of studies, it is necessary to continue developing this research issue at the local and 
regional levels. 

METHODOLOGY 

Research procedure 

The research methodology studies the potential use of electronic systems in the context of the 
growing number of criminal investigations. First, the research procedure includes identifying the 
most dangerous countries with high crime rates that pose a significant threat to global security. The 
next step is to assess the functionality of existing electronic evidence exchange systems to identify 
strengths and weaknesses. The final step is to determine the potential impact of these systems on 
how different countries use technology to fight international crime. 

Sampling 

The study sample was formed based on the highest level of use of electronic systems for the exchange 
of evidence in countries with a high crime rate. The sample includes countries actively implementing 
e-Evidence Digital Exchange Systems, the European Investigation Order Platform and others. These 
systems were selected because of their significant impact on the international exchange of evidence 
efficiency in criminal investigations. The regions analysed are Saint Kitts and Nevis, Jamaica, Saint 
Vincent and the Grenadines, Turks and Caicos Islands, Ecuador, Lesotho, Saint Lucia, Haiti, Belize, 
Trinidad and Tobago, South Africa and Nigeria. They were chosen due to their high crime rates (based 
on official statistics on crime rates and the use of electronic systems) and the active use of digital 
technologies in law enforcement.  

Methods 

The research methods include statistical analysis of data from law enforcement systems, a 
methodology for assessing the effectiveness of digital technologies through secondary analysis, and 
a comparative analysis of international standards and protocols for evidence sharing. Quantitative 
analysis includes statistical methods to determine crime rates and the effectiveness of evidence 
sharing, while qualitative analysis provides insight into the mechanisms behind these indicators. 
Secondary and content analysis is used to examine official reports, legislation, and academic 
publications relating to the use of electronic systems in criminal investigations. 

Tools 

Research tools include Excel data analysis software. Content analysis is carried out using NVivo data 
processing tools, ensuring efficient processing of vast quantities of data and recognising essential 
trends and patterns. The use of these tools provides the accuracy and reliability of the results 
obtained, allowing us to draw reasonable conclusions and recommendations for improving the 
systems of evidence exchange in criminal investigations at the international level. 

RESULTS 

Today, the rise in crime is one of the most pressing issues affecting the security and stability of the 
international environment. According to the United Nations, the number of cybercrime cases has 
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increased by 600% over the past decade, underscoring modern technology's importance in 
combating these threats. The instability in the global international environment caused by political 
conflicts, economic crises and environmental disasters is contributing to the growth of criminal 
groups. According to the World Bank, conflicts and violence cost the global economy approximately 
USD 14.3 trillion annually, about 12.6% of global GDP. In such circumstances, the effective 
functioning of international legal mechanisms becomes critical to ensuring global security. 

The rise of terrorism and other forms of extremism is a significant concern in the international arena. 
Terrorist organisations continue to carry out attacks around the world, causing panic and instability 
in society. According to the Global Terrorism Index, the number of terrorist attacks increased by 22% 
in 2024 compared to the previous year. This indicator highlights the need for close international 
cooperation for effective information exchange and coordination between countries. Recording 
crimes and sharing evidence in real time are critical elements in the fight against various forms of 
international crime. INTERPOL and Europol already play an essential role in the investigation 
process by providing platforms for intelligence sharing and operations coordination. However, to 
achieve a higher level of effectiveness, these systems need to be continuously improved by 
introducing the latest technologies and developing new methods to combat global threats. The 
countries with the highest crime rates are shown in Figure 1. 

 

 

Figure 1. Ranking of the most dangerous countries in the world in 2023  
by murder rate (per 100,000 inhabitants) 

Source: compiled based on Statista data 

Specialised systems play a vital role in exchanging data to form an evidence base in criminal 
investigations. One of these systems is electronic databases, which allow law enforcement agencies 
to store, process and exchange large amounts of information in digital format. The ECRIS (European 
Criminal Records Information System) system provides for the rapid exchange of information on 
criminal records between the EU countries. It allows automated querying and retrieval of 
information on citizens' criminal records, significantly reducing data processing time and improving 
information accuracy. Technical features include data encryption standards, multi-level access 
systems and automated mechanisms for updating information, ensuring high security and 
confidentiality. 

0

10

20

30

40

50

60

70

Ranking of the most dangerous countries



Patreliuk et al.                                                                                                                                                  Effective Use of Electronic Systems 

4815 

International cooperation in data exchange to form an evidence base is also significantly enhanced 
by introducing digital platforms and specialised systems. Interpol uses the I-24/7 system, rapidly 
exchanging information on crimes, suspects and stolen items. It operates around the clock, allowing 
law enforcement agencies from different countries to exchange information in real-time. Using 
secure communication technologies and standardised data formats ensures the reliability and 
efficiency of such systems, facilitating a rapid response to international crimes. Based on open data, 
the functionality of these systems is presented in Table 1 using the method of technical analysis. 

 

Table 1. Characteristics of the functionality of electronic systems for international exchange 
of evidence 

Electronic system Characteristics Functionality 

e-Evidence Digital 
Exchange System 
(needs) 

A system designed to facilitate the 
exchange of electronic evidence 
between EU countries. 

Increases the speed and efficiency 
of evidence exchange; reduces 
data security risks. 

European 
Investigation Order 
(EIO) Platform 

A platform for exchanging requests 
and evidence under the European 
Investigation Order. 

Promotes greater consistency and 
standardisation of the evidence 
exchange process; facilitates 
interaction between different 
jurisdictions. 

Secure Information 
Exchange Network 
Application (SIENA) 

The system, operated by Europol, is 
designed to enable the secure 
exchange of information between law 
enforcement agencies in the EU and 
other international partners. 

It provides a high level of security 
for information transmission and 
supports a wide range of types of 
evidence and information. 

Schengen 
Information System 
(SIS) 

An information system that supports 
exchanging information on offenders 
and wanted persons among Schengen 
countries. 

It improves the coordination of 
law enforcement agencies in the 
fight against transnational crime 
and provides prompt access to 
critical information. 

Interpol's I-24/7 Interpol's global communication 
system for the secure exchange of 
information between law 
enforcement agencies worldwide. 

Enhances global cooperation 
between law enforcement 
agencies; enables rapid exchange 
of critical information. 

Source: compiled by the author 

Technological innovations open up new opportunities to improve data exchange in criminal 
investigations. They are used to ensure the integrity and transparency of evidence by creating secure 
and unalterable records of all activities during the investigation. Forming an evidence base in 
criminal investigations requires standardised procedures to ensure the admissibility of evidence in 
court. The specifics of this process include the need to collect, store and process evidence in a manner 
that guarantees its integrity and protection from unauthorised access or manipulation. 

For this purpose, various digital tools are used, such as evidence management systems, which 
automate the processes of cataloguing, storing and transferring evidence. For example, the Chain of 
Custody system provides detailed documentation of each stage of evidence processing, including 
information about the persons who had access to the evidence and the time and place of its collection 
and transfer. Cryptography and blockchain technology further enhance security by ensuring data 
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integrity and protection against forgery. Modern systems allow for integrating various types of 
evidence, from physical to digital, providing a comprehensive approach to investigations. 

The growth of crime on different continents is a severe problem that requires new strategies and 
approaches to detect and combat it effectively. In the United States, the crime rate remains high 
despite slight fluctuations in statistics. According to the Federal Bureau of Investigation (FBI), in 
2023, the number of violent crimes increased by 5.6% compared to the previous year. In Europe, 
especially in Western countries, there is an increase in the number of cases of organised crime and 
terrorism. In 2021, the number of reported terrorist attacks in France increased by 18%. In Asia, 
especially in Southeast Asia, the rise in crime is linked to human and drug trafficking. According to 
the UN, the number of human trafficking cases in this region has increased by 25% over the past five 
years. In Africa, due to political instability and armed conflicts, crime remains critically high, 
requiring international support for effective law enforcement. The general trend in crime rates by 
region is shown in Table 2. 

Table 2. Criminality scores by continent, 2023 

Region Criminality Criminal markets Criminal actors Resilience 
Asia 5,47 +0,18 5,41 +0,20 5,53 +0,15 4,34 -0,12 
Africa 5,25 +0,08 5,05 +0,11 5,45 +0,05 3,85 +0,05 
Americas 5,20 +0,13 4,89 +0,19 5,51 +0,08 4,80 -0,03 
Europe 4,74 +0,26 4,60 +0,40 4,88 +0,12 6,27 +0,04 
Oceania 3,23 +0,16 3,28 +0,30 3,19 +0,02 5,55 +0,09 
Global 
average 

5,03 +0,16 4,88 +0,22 5,19 +0,09 4,81 -0,00 

Source: calculated based on Ocindex data 

Increased migration flows significantly impact the growth of crime related to the exploitation and 
discrimination of migrants worldwide. According to the International Organisation for Migration 
(IOM), the number of international migrants is growing by an average of 3.6% annually and tends to 
increase yearly. In such circumstances, criminal groups use migrants' vulnerability to organise illegal 
activities. This situation requires new approaches to detecting and investigating crimes from law 
enforcement agencies. 

Cybercrime is a new and rapidly evolving trend that requires specialised approaches to detect and 
prevent crimes in the digital space. The main types of cybercrime include financial fraud, 
ransomware attacks, phishing and unauthorised access to confidential information. Digital crimes 
are global and are committed by organised criminal groups operating in different countries. To 
effectively combat cybercrime, it is necessary to develop new technological solutions, such as 
systems for monitoring and analysing cyber threats, and to implement international cybersecurity 
standards. Cooperation between the public and private sectors is essential to share information and 
better coordinate efforts to combat cybercrime. 

International organisations are vital to building the evidence base for fighting transnational crime. 
Europol uses the SIENA (Secure Information Exchange Network Application) system to exchange 
intelligence securely and coordinate joint investigations between EU countries. It supports 
standardised data exchange formats and ensures high data protection. Through the United Nations 
provides technical assistance and training to law enforcement agencies in its member states, 
promoting the implementation of international standards and best practices in investigations. The 
joint efforts of these organisations aim to ensure consistency of legal approaches, improve the 
efficiency of information exchange and strengthen global security through the reliable generation 
and use of evidence. 
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DISCUSSION 

The study found that using electronic systems for the international exchange of evidence significantly 
increases the efficiency of criminal investigations. This aligns with the findings of Rusman et al. 
(2023), who emphasise the importance of digital technologies for protecting confidential information 
and cybersecurity. The study by Dulskyi et al. (2023) confirms our findings on the reduced risk of 
data loss or distortion through automated evidence management systems. However, Lee and Lim 
(2023) note that the unification of protocols and procedures for information exchange between 
countries remains a challenge that requires further work. Cubitt et al. (2023) emphasise the 
importance of harmonising legal standards to improve international law enforcement cooperation, 
which is consistent with our findings. Fitzpatrick and Donnelly (2021) confirm the importance of 
legal collaboration through digital platforms to exchange evidence between different jurisdictions. 
The article by Simmler et al., (2023) emphasises the use of international standards to ensure the 
effective exchange of evidence about the need to harmonise legal procedures. Tudorica and Bonnici 
(2023) emphasise the importance of international projects to improve the exchange of evidence. The 
study by Moussa (2021) focuses on privacy and legal regulation, confirming the conclusions about 
the challenges associated with implementing electronic systems. An alternative view is expressed by 
Chetry and Sharma (2023), who emphasise the human factor's potential to improve the evidence-
sharing process. The study by Sulisdyantoro and Marzuki (2023) dwells on the importance of law 
enforcement training for effectively using electronic systems. A comparison of the results with those 
of other researchers shows the need to invest in cybersecurity infrastructure, harmonisation of legal 
standards, and training for effective international evidence exchange. The study's objective was to 
assess the effectiveness of electronic systems for the international exchange of evidence in criminal 
investigations, which was successfully achieved. The study's results confirmed that the data obtained 
meet the objectives of implementing electronic systems in international cooperation. Based on this, 
it is recommended that these systems should be introduced into national legal practices to optimise 
international cooperation. 

CONCLUSION 

Thus, the author identifies the main aspects of using electronic systems for international exchange of 
evidence in the transnational legal system. It is substantiated that solving international crimes 
requires significant efforts on the part of law enforcement agencies due to the complexity of their 
organisation and the high level of mobility of criminals. The analysis shows that international 
cooperation and coordination between jurisdictions are integral to successful transnational crime 
investigations. The article considers the role of digital technologies in ensuring the effective exchange 
of evidence, which allows for faster investigation and increased accountability. Modern evidence 
management systems, databases and information exchange platforms are critical elements in 
enhancing the effectiveness of law enforcement. 

Despite the significant benefits of implementing electronic systems, significant drawbacks require 
attention. One of the main challenges is ensuring cybersecurity and protecting confidential 
information when exchanging evidence between different countries. The growing number of 
cybercrimes and the risk of unauthorised access to sensitive data underscore the need to develop 
robust security systems. The second challenge is the harmonisation of legal standards and 
procedures between different jurisdictions, which complicates the process of international 
cooperation. There is also the problem of underfunding and insufficient training of personnel who 
must work with the latest technologies. These challenges require a comprehensive approach and 
active cooperation at the international level to overcome them. The findings can be used to improve 
legal frameworks and procedures for international evidence exchange, with the prospect of future 
research to assess their impact on different jurisdictions and criminal justice systems. 
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Recommendations 

Based on the study, the author proposes the following measures to ensure the legal activities of 
jurisdictions in global cooperation: 

1. Ensure the development and implementation of reliable data protection systems that guarantee 
the security of evidence exchange between law enforcement agencies of different countries. 

2. Establish standard protocols and procedures to harmonise the legal aspects of evidence 
exchange between different jurisdictions. 

3. Introduce modern evidence management systems that provide automated recording, tracking 
and analysis of evidence, increasing transparency and accountability of the investigation process. 
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