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INTRODUCTION

In current conditions, where competitiveness is determined not only by product quality but also by
the efficiency of business processes (Gandolfi et al., 2024), digital twins enable the optimization of
processes, prediction of system behavior, and increased production efficiency (Balova et al., 2022;
Bagratuni etal,, 2023; Abdullaev et al., 2023). Data flows between physical and virtual spaces become
critically important for decision-making at all levels of management (Panasenko et al, 2024).
However, implementing digital twins for business processes requires solving several complex issues
related to scalability, flexibility, and integrating various systems (Ledn-Valle et al., 2024). In Grieves
& Vickers (2017), the authors emphasize the importance of data synchronization between the
physical object and its digital twin to ensure effective management. S. Bhattacharya and R. Keller
(2018) provide an overview of the technologies necessary to implement digital twins and discuss the
key challenges developers face. Special attention is given to integrating data from different sources
and formats, which is critical for cross-model interaction. A. Bernard and ]. Rios conduct a systematic
literature review on digital twin applications in business process management (Bernard & Rios,
2019). The authors highlight key research areas, including modeling, monitoring, and optimizing
business processes, and stipulate the need to develop unified approaches to cross-model interaction.
H. Niemann and H. Stuckenschmidt (2020) propose a semantic approach to modeling digital twins
for business processes, allowing data integration from various sources and formats. The authors
demonstrate how semantic models can ensure interaction and improve business process
management. In recent years, two main approaches have been actively discussed: event-driven
architecture (EDA) and microservices architecture (MSA). Gorton et al. (2017), Weyns et al. (2018),
and Gao et al. (2022) compare these approaches in terms of their applicability to digital twins.
However, the results of these studies do not provide a definitive answer regarding the effectiveness
of implementing digital twins specifically for business processes. There is a need for further analysis
and comparison of these architectural approaches and the development of new approaches to digital
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twin interaction in business processes (Kazakov et al., 2024; Goduni, 2024). Effective interaction
between multiple digital twins significantly expands their functional capabilities. It can lead to the
creation of more complex and better manageable systems (Eskerkhanova et al., 2023; Chumakova et
al,, 2024). Research into cross-model interaction approaches for digital twins in business processes
opens new horizons for integrating and coordinating complex systems, presenting a relevant task
that serves as the objective of our study.

1 MULTILAYER STRUCTURE OF THE DIGITAL TWIN OF BUSINESS PROCESSES

Before exploring different approaches to cross-model interaction of digital twins for business
processes, it is essential to define a digital twin. We propose a solution that involves developing five
layers at different levels of abstraction and virtual representation of the business process (Figure 1):

1. Spatio-temporal layer of the digital twin’s virtual representation of the business process. This layer
represents the execution of a business process within a specific coordinate system, considering time.

Purpose: To visualize the process participants’ geographic location and temporal characteristics.
The key components are as follows:

- Integration with mapping services: Utilization of map service APIs to display the geographic
coordinates of process participants,

- Timestamps: Monitoring and displaying timestamps for events, phase durations, delays, and other
time-based characteristics of the process,

- Visualization of BPMN (Business Process Model and Notation) elements: Development of a method
in the business process class interface that returns images of BPMN elements executed up to a

specific time based on real process data.

2. Logical-structural layer of the digital twin’s business process virtual representation. This layer
implements the process model.

Purpose: To represent the logical structure and relationships between the elements of the business
process.

The key components are identified according to the selected modeling notations using DMN
(Decision Model and Notation) and BPMN.

3. Resource-infrastructure layer of the digital twin’s business process representation. This layer
represents all types of resources involved in executing the business process.

Purpose: To visualize the resources and infrastructure used in the process.

The key components are as follows:

- Resource identification,

- Resource modeling: Creating models of resources, considering their properties and parameters,

- Resource visualization: Displaying resources on process diagrams and using infographics to show
resource availability and load.

4. Data flow layer of the business process. At this level, input and output information is tracked within
the context of data flows generated by business process execution.

Purpose: To visualize data flows within the process.
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The key components are as follows:

- Data flow identification,

- Data flow visualization: creating models of data flow.

5. Metric-analytic layer of the digital twin’s representation of the business process. At this level, the
monitoring and analysis of business process execution are conducted using dashboards and other
visualization tools.

Purpose: To visualize key performance indicators (KPIs) of the process.

The key components are as follows:

- KPIs: Identifying KPIs to be monitored,

- Data collection subsystem: Gathering data for KPI calculation from various sources, such as
accounting systems, sensors, event logs, etc.,

- Dashboard creation: Developing interactive dashboards where KPIs are displayed through graphs,
charts, tables, and other formats,

- Data analysis: Providing tools for data analysis to identify trends, gaps, and issues.

Timeline and space level

Logical-structural layer

Resource
and Infrastructure layer

Data Flow Layer

Metric-analytical layer

Figure 1: Multilayer structure of the digital twin of business processes
This multilayer representation of business processes helps consider all aspects of process execution,
and implementing this approach provides an effective environment for managing all facets of the

business process.

2 ARCHITECTURAL STYLES APPLICABLE FOR THE CROSS-MODEL INTERACTION OF DIGITAL
TWINS

Let us consider approaches to the cross-model interaction of digital twins based on the following
styles:

1. Layered architecture,
2. Service-oriented architecture (SOA),
3. MSA,

4. EDA,
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5. Event-driven orchestration of business processes.

Starting from the multilayer structure of the digital twin of business processes, it is logical to examine
the approach to the cross-model interaction of digital twins based on layered architecture. Layered
architecture is a powerful tool for designing complex and scalable systems (Chumakova et al., 2023).
It provides modularity, flexibility, and code reusability. However, when designing a layered
architecture, it is important to consider its complexity and potential impact on performance. The
main elements of layered architecture can be represented as follows:

1. Presentation layer: This layer is responsible for user interaction. The main components include
user interfaces, web pages, and API interfaces. The key functions implemented at this level include
data display, user input processing, and data validation.

2. Business logic layer: This layer contains business rules and application logic. The main components
include business objects, services, and controllers. The key functions implemented at this level are
the execution of business operations, data processing, and decision-making.

3. Data access layer: This layer is responsible for interaction with data storage. Main components
include DAO objects, ORM frameworks, and SQL queries. The key functions implemented at this level
include reading and writing data, transaction management, and data caching.

4. Data layer: This layer is responsible for data storage. The main components include databases, file
systems, and external APIs. The key functions at this level are data storage, data access provisioning,
and data management.

Layered architecture is a powerful tool for designing complex and scalable systems. It provides
modularity, flexibility, and the ability to reuse code. However, when designing a layered architecture,
it is important to consider its complexity and the potential decrease in performance.

The next architectural style for the cross-model interaction of digital twins of business processes is
SOA. This approach to software development structures the application as a set of loosely coupled
services. Each service performs a specific function and can be invoked independently of other
services. SOA allows for increased flexibility, scalability, and code reuse. The main elements of this
style include:

1. Services: The fundamental building blocks of SOA. Each service is an autonomous component that
performs a specific business function,

2. Loose coupling: Services should be loosely coupled, meaning they should interact with each other
through clearly defined interfaces and should not depend on each other’s internal implementations,

3. Unified interface: All services should provide a unified interface that defines how they can be
accessed and how they interact,

4. Message-based services: Services typically interact with each other through messages that are
transmitted over the network,

5. Open standards: SOA encourages open standards for service interaction, simplifying integration
and improving compatibility.

MSA is a software development approach where an application is built as a set of small, autonomous
services, each performing a narrowly specialized function. Each microservice operates

independently and can be developed, deployed, and scaled separately from others.

Here are the key components of MSA:
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1. Small and autonomous services: Each service performs a specific task and can be developed,
deployed, and scaled independently of other services. Services may use different technologies,
programming languages, and databases based on the requirements.

In addition, depending on the patterns of MSA, the following components can be identified:

1. API gateway: Provides a single entry point for clients by routing requests to the appropriate
services. It distributes requests among service instances and ensures security by verifying client
access rights,

2. Service discovery: Allows services to find each other in a dynamic environment, where services
can be deployed and removed at any time. It stores information about available services and their
locations.

A popular architectural style used in implementing digital twins for products is EDA, which focuses
on creation, detection, consumption, and response to events. In EDA, the system is divided into
independent components that interact with each other via events. The main elements of this style
include:

1. Event: Any significant change in state that may affect the system (e.g., a new order, a change in
customer status, a payment failure),

2. Event source: The component that generates the event (e.g., a web server, application, sensor),

3. Event consumer: The component that responds to the event (e.g., an order processing system,
notification system, analytics system),

4. Event channel: The means of transmitting events from the source to consumers (e.g., message
broker, data bus),

5. Event stream: A sequence of events that are generated and processed within the system.

Event-driven business process orchestration is an approach to automating and managing business
processes based on reacting to events occurring within the system. This approach allows one to
create dynamic, flexible, and responsive systems that adapt to changing business conditions and
requirements.

The main components are as follows:

1. Events: These are signals or notifications that something has happened in the system. Events can
be triggered by user actions, data changes, messages from other systems, etc.,

2. Business processes: These are sequences of tasks and actions that need to be performed to achieve
a specific business goal. Business processes may include multiple steps and involve interactions with
systems and services,

3. Orchestrator: This is the central component responsible for managing and coordinating business
processes based on events. The orchestrator determines which processes should be triggered or
continued in response to specific events. It also monitors the state of processes and manages their
lifecycle,

4.Services and systems: These are components that perform specific tasks within business processes.
They can be implemented as microservices, web services, functions, etc.,

5. Event broker: This component is responsible for transmitting events between different systems
and services. It ensures reliable event delivery and the system'’s scalability.

3 METHODS
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The main goal of the experiment is to assess the effectiveness of applying different architectural styles
for implementing the cross-model interaction of digital twins of business processes in real-life projects.
The experiment aims to study the impact of architectural styles on the following aspects:

1. Performance: Evaluating how different architectural styles affect response time and
throughput of services,

2. Reliability: Investigating how resilient the implemented systems are to failures and how
quickly they recover,

3. Scalability: Determining how well different architectural styles handle increased load and the
ability to add new services.

The experiment was conducted using a mixed approach, combining quantitative metrics and
qualitative feedback from developers. Developer teams were formed, with each team responsible for
implementing an architectural approach. The teams consisted of 2-4 people and were balanced in terms
of experience and knowledge.

During the experiment, data was collected based on the following parameters:

e Implementation time: Time tracking was done using built-in tools in the YouGile project
management system,

e Performance: Load testing was conducted using Apache JMeter,

e Resource usage: CPU and memory consumption were monitored using Prometheus and
Grafana tools.

To compare various architectural styles for implementing the cross-model interaction of digital twins
of business processes, the task was to develop an application to represent the digital twins of business
processes. Figure 2 presents two digital twins within the domain of Warehouse Logistics. The processes
being considered must include the following actions:

1. Registration of goods receipt,

2. Storage of goods information,

3. Tracking the location of goods in the warehouse,

4. Registration of goods shipment.

For each architecture, a separate implementation of the digital twin was developed. Let us examine the
details of the implementation:

1. Layered architecture. The technological stack used includes Java, Spring, and MySQL. The
system was divided into three main layers:

Presentation layer: Implemented using Spring MVC to handle HTTP requests and display data
to the user.

Business logic layer: Implemented using Spring Services, which encapsulates the core
application logic.

Data access layer: Implemented using Spring Data JPA to interact with the MySQL database.

2.SOA. The technological stack used includes Java, Apache Camel, and MySQL. The system was
divided into several independent services, each performing a specific function:

Goods arrival service: Responsible for registering the arrival of goods.
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Information storage service: Responsible for storing information about the goods.
Location tracking service: Responsible for tracking the location of goods in the warehouse.
Goods shipment service: Responsible for registering the shipment of goods.

The services interact with each other via SOAP or REST API.

3. MSA. The technological stack used includes Node.js, Express, and MongoDB. The system was
divided into multiple small, autonomous services:

Goods arrival service: Implemented using Node.js and Express.

Information storage service: Implemented using Node.js and Express.
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Figure 2: Digital twins implemented for the experiment in the domain of Warehouse
Logistics

Location tracking service: Implemented using Node.js and Express.
Goods shipment service: Implemented using Node.js and Express.

Each microservice interacts with the MongoDB database and can be independently deployed, scaled,
and updated without affecting the other services.

4. EDA. The technology stack used includes Node.js, Kafka, and MongoDB. The system was designed
around event processing:

Goods arrival event: Generated when goods arrive at the warehouse.

Information storage event: Generated when product information is stored.

Location tracking event: Generated when tracking the location of goods within the warehouse.
Goods shipment event: Generated when goods are shipped from the warehouse.

The system uses Kafka for event handling and enabling real-time processing and asynchronous
communication between components and MongoDB for data storage.

5. Event-driven business process orchestration. The technology stack used includes Node.js,
Camunda, Kafka, and MongoDB. The system was built using Camunda to orchestrate business
processes and Kafka for event handling:

Goods arrival process: Defines the sequence of actions when goods arrive at the warehouse.

Information storage process: Specifies the steps involved in storing product information.

Location tracking process: Outlines the actions required for tracking the location of goods within the
warehouse.

Goods shipment process: Establishes the sequence of actions for shipping goods from the warehouse.
4 RESULTS
After collecting the metrics, the data were analyzed, and the results are presented in Tables 1 and 2.

Table 1: Experiment progress data

Pattern Average time Average Average

to implement throughput memory usage
(hours) (requests/sec) (MB)
Layered architecture 15 110 200
SOA 20 130 150
MSA 25 120 250
EDA 30 140 300
Event-driven  business  process | 35 180 350
orchestration
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Table 2. Advantages and disadvantages of using different architectural styles for the cross-
model interaction of digital twins

Approach

Pros

Cons

Layered
architecture

1. Separation of concerns: each layer performs
its specific functions, facilitating better code
organization and making the system easier to
understand.

2. Simplified testing: it is easy to test individual
layers, enabling modular testing and
increasing confidence in code quality.

3. Flexibility and scalability: individual layers
can be modified without affecting others,
allowing one to integrate new technologies
and approaches.

4. Code reusability: layers or their components
can be reused across different projects or
applications.

5. Simplified maintenance: errors can be found
and corrected more easily, and system updates
are more manageable.

1. Performance: the multi-layer
structure can reduce
performance due to the overhead
of data transfer between layers.

SOA

1. Increased flexibility: SOA allows for
easy modification and extension of
applications, as services can be developed,
deployed, and updated independently.

2. Scalability: applications can be scaled
by adding more service instances as needed.

3. Enhanced reusability: services can be
reused across various applications and
contexts.

4, Improved integration: SOA facilitates
application integration, as services can provide
shared functionalities and data.

1. Overhead: SOA can
increase overhead related to
message transmission and service
coordination.

2. Performance: interactions
between services may lead to
performance degradation.

MSA

1. Independent development: different teams
can work on separate microservices
independently, speeding up development.

2. Frequent releases: microservices can
be deployed individually, allowing for more
frequent releases of new features and fixes.

3. Horizontal scalability: only high-load
microservices can be scaled, avoiding the need
to scale the entire application.

1. Network latency:
communication between
microservices over the network
can introduce latency and reduce
performance.

2. Transaction management:
managing distributed transactions
is complex and requires
specialized approaches.
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4, Vertical scalability: each microservice | 3. Distributed data: data spread
can be optimized for its specific resource | across multiple microservices
requirements. makes consistency and integrity
challenging.

5. Fault isolation: failure in one

microservice does not affect the entire | 4. Data duplication: data may

application if the impact is isolated. be duplicated across
microservices, necessitating extra

6. Quick recovery: a failed microservice can be | effort for synchronization.

swiftly replaced or restored.

7. Technology diversity: different

microservices can use various technologies and

programming languages, enabling the best

solution for each task.

EDA 1. Flexibility: the system can adapttoreal- | 1. Complexity:  developing

time changes, enabling rapid responses to new
opportunities and challenges.

2. Speed: events are processed instantly,
reducing request processing time and
accelerating product and service delivery.

3. Scalability: easy scale to handle large
event volumes, supporting business growth.

4. Resilience: independent components
can continue operating even when others fail.

5. Transparency: events and actions are
logged, enhancing system transparency and
simplifying tracking and analysis.

6. Openness: designed for integration
with other systems and technologies,
increasing flexibility and extensibility.

and maintaining complex EDA-
based systems can be time-
consuming and costly.

2. Dependency on
technology: EDA requires reliable,
scalable technologies for real-time
event processing.

3. Unpredictability risk:
unexpected event sequences may
result in unforeseen outcomes and
errors.

4. Training  requirements:
team members need training to
work with new EDA technologies
and methodologies.

5. Implementation cost: EDA
may require significant
investment in technology, training,
and business process adjustments.

6. Event stream
management: managing and
routing large volumes of events
can be challenging.

7. Debugging and
monitoring:  debugging  and
monitoring EDA systems can be
complex due to asynchronous
component interactions.

Event-driven
business

1. Flexibility and adaptability: business
processes can be easily modified and expanded
without significant code changes.

1. Design and management
complexity: the system can
become challenging to manage
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process 2. Responsiveness: the system can quickly | and monitor, especially with many
orchestration | respond to events, ensuring the fast execution | events and processes.

of business processes.

2. Risk of event storm: a high
3. Scalability: it can handle many events | volume of events can lead to
and processes in parallel, making it highly | system overload, reducing
scalable. performance.
4. Enhanced fault tolerance: the | 3. Data consistency
orchestrator can automatically restart | challenges: in a distributed system
processes in case of failure, increasing system | with numerous events and
reliability. processes, ensuring data

consistency can be complex.
5. Simplified integration: events provide a
unified method for interactions between
different systems and services.

5 DISCUSSION

Each approach to using different architectural styles for the cross-model interaction of digital twins
has advantages and disadvantages. The results confirmed the hypothesis that selecting the right MSA
significantly impacts the performance and reliability of the application:

1. Scalability

- Layered architecture: Low scalability. The system cannot efficiently handle many requests,

-SOA: Average scalability. Enables scaling of individual services but with high overhead costs,

- MSA: High scalability. Allows independent scaling of each microservice,

- EDA: High scalability. Capable of handling asynchronous events,

- Event-driven orchestration: High scalability. Facilitates automation and scaling of complex business
processes.

2. Flexibility

- Layered architecture: Low flexibility. It is difficult to make changes within the system,
-SOA: Average flexibility. Enables reuse of services,

- MSA: High flexibility. Allows for the use of different technologies for various microservices,
- EDA: High flexibility. Capable of handling asynchronous events,

- Event-driven orchestration: High flexibility. Facilitates automation and modification of business
processes.

3. Performance
- Layered architecture: Average performance. Limited capacity to handle many requests,
-SOA: Average performance. High overhead for service interaction,

- MSA: High performance. Allows optimization of each microservice individually,
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- EDA: High performance. Capable of processing asynchronous events,

- Event-driven orchestration: High performance. Enables optimization of business processes.

4. Development complexity

- Layered architecture: Low complexity. Simple to develop and understand,

-SOA: Average complexity. Challenges in service management and monitoring,

- MSA: High complexity. It is difficult to manage and monitor multiple microservices,

- EDA: High complexity. Complexity in debugging and monitoring,

- Event-driven orchestration: High complexity. Complex to design and manage the orchestrator.

6 CONCLUSIONS

The experiment results proved that the event-driven orchestration of business processes is the most
suitable style for developing the digital twin of the Warehouse Logistics business process. This
architecture provides high scalability, flexibility, and performance. As part of this study, an
application was developed to implement an approach to cross-model interaction, which includes
data integration from various sources, model synchronization, and interaction between different
levels of abstraction.

The next step in our research is a more in-depth study of use cases for applying the event-driven
orchestration of business processes for the cross-model interaction of digital twins in industrial
companies.
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