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ARTICLE INFO ABSTRACT

By analyzing the effects of the board features on cybersecurity risks, the
study sought to quantify the Effect of the board of directors on banks listed
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independence, and technological knowledge) and the board (member
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governance systems. The researcher employed a descriptive-analytical
methodology, which is suitable for this type of study, along with the
research design and approach used, the study population, and the sample
of the study comprising 21 banks listed on the Iraq Stock Exchange's
regular market, with a sample size of 189 individuals. The researcher
concluded that banks with larger boards, independence, gender diversity,
and technological expertise tend to have lower levels of cybersecurity risk.
Additionally, banks with audit committees that have many members,
independence, and technological expertise also experience lower
cybersecurity risks. Furthermore, banks with a Chief Information Officer
(CIO), a Chief Cybersecurity Officer (CCO), and an IT risk management
committee that includes technology experts in their senior and executive
management tend to have lower levels of cybersecurity risk. Efficient and
high-quality internal auditing also contributes to reducing cybersecurity
risks for these banks. The researcher recommended that banks should
strengthen their boards and audit committees with expertise and
qualifications in information and communication technology. It was also
suggested that banks conduct training sessions on cybersecurity
specifically for board members and generally for bank employees.
Additionally, it was advised that banks establish cybersecurity risk
committees at the executive management level or board level, if possible.

INTRODUCTION

Through the daily exchange of enormous volumes of sensitive data and transactions over the
Internet, the banking industry plays a critical role in controlling the world economy. The banking
industry uses digital technology for Internet and mobile banking to increase productivity, customer
service, and transaction security (Johari, 2023). The sector is dealing with serious cybersecurity risks
brought on by increased connectivity and reliance on digital platforms, which make it difficult to
protect sensitive customer data, secure transactions, and halt fraudulent activities. To effectively
combat these threats as cybercriminals become more skilled, institutions must employ cutting-edge
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technologies. The sector constantly battles a variety of threats, such as ransomware, spyware,
phishing schemes, and data breaches. (Thammareddi, et al., 2023).

The potential that information and communication technology offer pose significant hurdles for
banking organizations, as highlighted by the Arab Monetary Fund. Information technology is always
evolving, bringing with it new risks as well as new offerings and methods of customer
communication. ICTs with malicious intent can undermine trust and security, obstruct essential
financial services, and jeopardize the stability of the financial system. (Ismail, 2018: 1).

The importance of cybersecurity in the financial sector has been underscored by increased
susceptibility to cyber-attacks and breaches. Beyond just information security, cybersecurity seeks
to safeguard the information space. It entails protecting user property and the operational
environment against outside interference. By differentiating between destructive threats like denial-
of-service (DoS) attacks and non-damaging threats like system disruptions brought on by
programming errors or lost internet connections, cybersecurity shields systems from dangers that
arise in cyberspace. (Kala, 2023)

Cybersecurity risks have significantly altered the banking operations model due to their capacity to
impair banking operations and inflict significant direct and indirect costs over several decades. Cyber
risks can harm the security and integrity of critical information infrastructure, exploiting existing
vulnerabilities to affect information system safety. The Financial Stability Board (FSB) defines cyber
risks as a combination of the likelihood and impact of cyber incidents, which can compromise
information system security or violate security policies Uddin, et al. (2020)

Managing and monitoring cybersecurity is crucial for supporting and protecting critical business
information. Recognizing the threats posed by cyber risks, regulatory authorities worldwide have
taken action to mitigate cyber threats' effects on the banking industry. Arab central banks have
released guidelines for banks to strengthen their defenses against cyberattacks. Traditionally,
information security and cybersecurity were viewed as technical matters within the bank's strategic
level, with IT departments responsible for securing information capital. However, including cyber
risks within operational risks is insufficient, as banking regulatory standards require banks to
integrate cyber risk management strategies and policies, regularly reviewed by boards of directors.
Ismail, N. (2018).

THERMOTICAL FRAMEWORK, LITERATURE REVIEW, AND STUBDY HYPOTHESES

Banks face various risks, including traditional ones such as credit, liquidity, exchange rate,
operational, and legal risks. The use of information technology has increased and altered some
traditional risks associated with banking activities, leading to new forms of risks in electronic
banking transactions. These include operational and strategic risks arising from poor planning and
execution of a bank's electronic strategy, operational risks from the lack of integration in electronic
banking systems, reputational risks from a bank's failure to meet customer needs, and legal risks
from not understanding laws when dealing with customers from other countries or related to
electronic contracts and signatures, among others (Hanim, 2017).

Because banks rely so significantly on the data they handle, it has been demonstrated that cyber-
attacks disrupt these activities by having an impact on financial information and communication
technologies. Banks in the financial sector rely on their technical infrastructure to provide most of
their goods and services to clients directly. Multiple points of contact with external parties typically
increase vulnerabilities that can be exploited in cyberattacks, serving as entry points to the banking
system and causing disruptions in the financial system. Several factors contribute to cyber risks in
financial institutions, including the increasing trend toward globalization, the early adoption and
reliance on rapidly evolving technology, significant interdependencies within the financial system
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and IT infrastructure, the growing sophistication of cybercriminals, and the inherent nature of
financial institutions' business and services (Crisanto, et al., 2023: 3).

Moreover, the size and complexity of IT infrastructure in financial institutions make it impossible to
provide complete protection and eliminate cyber risks. Therefore, cyber incidents may be highly
inevitable. Cyber incidents can potentially weaken financial institutions' operational capabilities to
the extent that they threaten their continuity or ability to continue operations. Herrera, et al. (2021:
174)

Because the global financial sector depends so heavily on information and communication
technology for its operations and services, banks and other financial institutions are more vulnerable
to unavoidable systemic cyber hazards. The entire financial system can be brought down by a single
breach in a banking network, which would have direct repercussions for all banks and financial
organizations. Financial institutions depend heavily on information systems to carry out their
operations and plans. Basic weaknesses might give rise to a lot of cyber hazards. This can impair the
business's operational and financial capabilities and possibly jeopardize its survival. Cyber threats
can spread among financial organizations due to the high degree of dependency and connectivity
among its components. Thus, in its most severe manifestations, cyber risk can jeopardize the stability
of the financial system. (Herrera, et al,, 2021: 167).

These risks can take various aspects, from the interruption of commercial operations to the theft of
market data or sensitive personal information, jeopardizing data integrity, or damaging system
hardware and software of the banking system in Iraq, along with its structure, has been closely tied
to political, economic, and social developments, which have been reflected in its functions and
activities. The banking system has gone through multiple stages since its inception in 1892, leading
to the establishment of the first national governmental bank in 1935 and specialized banks by 1956.
The Central Bank was tasked with monetary policy under Law No. 72 of 1956. Despite the presence
of private or foreign banking institutions, Law No. 100 on the nationalization of banks was enacted
in 1964, sparking widespread debate about the development and structure of the banking system.
Commercial banks became state-owned to serve economic development and achieve effective
supervision by the Central Bank. (Peihani, 2022: 140).

In the 1990s, the institutional structure of banks changed but retained its nature. The period since
1995 was significant in the evolution of the banking industry in Iraq, transitioning from an era of
monopoly by five governmental banks to a period of banking plurality. Decision No. 142, issued under
Law No. 12 of 1991, and amended Central Bank Law No. 64 of 1976, allowing the establishment of
private banks under the provisions of Law No. 36 of 1981 and later under Company Law No. 21 of
1997. This law changed the competitive environment in the sector. The Central Bank was also
allowed to grant licenses for private companies to engage in foreign currency trading to create a
competitive environment. The number of currency trading companies increased significantly across
Iraq following Decision No. 16 of 2001, which increased the capital of currency trading companies.
The period from 1996 to 2003 was marked by allowing banks to fully operate. Decision No. 9 of 1996
brought a clear change in the structure of the bank, and Law No. 22 of 1997 permitted comprehensive
banking activities and participation in establishing joint-stock companies. Investment Companies
Regulation No. 5 of 1998 allowed the Central Bank to grant licenses for all forms of financial
investment, including stocks, bonds, deposits, and loans. From 2003 to the present, there have been
numerous changes in economic and financial policies and efforts to develop the financial sector
through concrete measures. Despite unstable economic, social, and political conditions, the private
banking sector has started to find its place and strengthen its financial capabilities (Abdelrahim,
2022).
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Literature Review

The Securities and Exchange Commission (SEC) mandates that companies disclose their role in
managing cybersecurity risks that have the potential to disrupt and materially affect the company.
The SEC views cybersecurity risk oversight as a core duty of the board of directors. However, because
there aren't enough scientific techniques to identify and evaluate the severity of these hazards, many
organizations and institutions are unaware of the cybersecurity risks they face. (Mbanaso, et al,
2019: 5). Companies have started adding technology experts to their boards or forming board-level
technology committees to help oversee cybersecurity and technological issues to address the risks
and costs associated with security breaches and to recognize the value of having IT experts on the
board. In other situations, the audit committee or a different risk committee is tasked with
supervising cybersecurity and IT duties. (Higgs, et al., 2016).According to theory, agency theory
emphasizes a risk management technique that might lessen agency issues (Berger, et al., 2005).
However, for the board to keep an eye on risky managerial behavior and prevent any agency issues
that can impair the bank's performance, board competence is crucial. (Schnatterly, et al., 2021).
Assessing board competence from the standpoint of resource dependence theory might reveal its
significance as a resource. This knowledge can have a significant impact on how risk management
systems are established in banks, which can then have an impact on how well such institutions
function. Taking into consideration the risk management knowledge of the board and how it relates
to performance will provide fresh perspectives on efficient risk management that will strengthen
corporate governance procedures and boost performance. (Boadi, et al., 2023). Smaili et al. (2023)
sought to determine how board effectiveness affected disclosure linked to cybersecurity. After five
years and using a sample of 300 company-years from the biggest listed Canadian firms, it was
determined that board effectiveness has a favorable influence on the disclosure of cybersecurity
concerns. Furthermore, the degree of this disclosure is positively impacted by the independence and
financial expertise of the board, but not by the size of the board. The researcher will use cybersecurity
disclosure as a gauge of the board's efficiency in monitoring and controlling cybersecurity risks.
Vincentetal.'s (2019) goal was to find out if senior management culture, board experience, and board
participation affect how mature an organization's IT risk management procedures are. The study
found that while senior managers' risk-taking behavior is linked to a drop in IT risk management
maturity, board engagement has a beneficial impact on this area. IT risk management maturity is
influenced by board expertise, but board engagement is more crucial in understanding IT risk
management maturity. The study also demonstrated that organizations with board-level risk
oversight, as opposed to managerial committee monitoring, have better-developed IT risk
management procedures. Furthermore, there was no discernible variation in the level of
sophistication of human resource management protocols amongst firms where the entire board was
accountable for risk supervision Heroux and Fortin (2022) looked at the issues of cybersecurity
disclosure and the interaction between various board features. The results of content analysis of 250
S&P/TSX Composite Index businesses' annual financial reports showed that establishing a
cybersecurity committee on the board is crucial for boosting cybersecurity disclosure. The degree of
full cybersecurity disclosure or particular components, particularly cybersecurity risk mitigation, are
correlated with the participation of female directors, board age, tenure, independence, and IT
knowledge, regardless of the existence of such a committee. Radu and Smaili (2022) also examined,
using a sample of S&P/TSX 60 Index businesses from 2014 to 2018, the effect of gender diversity on
the board about cybersecurity disclosure. The findings demonstrated a positive relationship between
gender diversity on the board and the degree of cybersecurity disclosure. It did, however, stress that
to see this beneficial effect, the board had to have three or more women. In the Arab context, Masoud
and Abdel Fattah (2024) sought to examine, with application to businesses listed on the Egyptian
Exchange, the relationship between board composition and cybersecurity risk disclosure and the
effect on stock prices. Using text analysis, the study looked at 90 observations from the annual reports
of a sample of 30 companies that were listed on the Egyptian Exchange between 2020 and 2022. The
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findings showed a strong positive correlation between the degree of cybersecurity risk disclosure
and the size, independence, and diversity of the board. The exposure of cybersecurity risks had a
notable adverse impact on stock values as well.

Study Hypotheses
The Impact of Board Size on Cybersecurity Risks:

The increasing number of cyber-attacks and security risks has attracted the attention of stakeholders,
practitioners, and governance bodies, urging boards of directors to play a more active role in
providing comprehensive oversight of these electronic risks (NACD, 2020). In a meeting held on
March 13, 2019, the National Association of Corporate Directors’ Risk Oversight Advisory Council
recommended that organizations evaluate their cybersecurity strategy and assess whether they
possess the necessary IT expertise and talent to fully understand IT issues and achieve their risk
monitoring responsibilities (NACD, 2019).

Board size refers to the number of members that constitute the board. Proponents of agency theory
suggest that large board size is not beneficial for a company because it prevents officers from
effectively controlling managers due to differing opinions and the lack of cohesion and coordination
that can arise in a large board. Opportunistic behavior by management is more likely to develop with
many directors. Jensen and Meckling (1976) posit that it is easier for a leader to control a board of
seven or eight members. Conversely, resource dependence theory states that it is beneficial for a
company to increase the number of its directors to better control its resources, thereby achieving
better performance. Generally, larger institutions should have larger boards because their activities
are often diverse, necessitating a larger number of members. From this perspective, a larger board
appears more effective (Pfeffer & Salanick, 1978).

Small boards may have significant personal relationships among members. Larger boards are less
influenced by such relationships. Hence, board size is sometimes linked to board independence.
Smaller boards benefit from more efficient communication and coordination, thus better monitoring.
Larger boards benefit from a larger pool of information, including the knowledge and experience of
the directors (Horsthuis, 2019). The 2019 Iraqi Corporate Governance Standards Guide indicated
that the number of board members should not be less than seven, without specifying an upper limit.

Therefore, increasing board size helps diversify expertise and knowledge, enhancing the oversight
role over executive directors. This allows for better task distribution and the division of the board
into specialized committees for monitoring and following up on management activities. Additionally,
the difficulty of management controlling larger boards aids in disclosing more risk-related
information. Consequently, it is expected that board size negatively impacts cybersecurity risks.
Based on the above, the first sub-hypothesis is formulated as follows:

H1.1: There is an impact of board size on the cybersecurity risks of banks listed on the Iraq Stock
Exchange.

The Impact of Board Independence on Cybersecurity Risk:

Oversight by independent external board members is considered more effective than that provided
by their internal counterparts. The importance of external board members lies in their independence
from the management team and majority shareholders.

Board independence is one of the crucial elements for effective board performance in supervisory
and oversight tasks, limiting executives' ability to engage in opportunistic behaviors that serve their
interests without considering the shareholders' interests. This has been supported by accounting
literature theories (Masoud, Abdel Fattah, 2024).
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Hence independent board members lessen conflicts of interest between management and owners
and strengthen the supervision function over executives. Independent directors are more likely to
push businesses to act to reduce cybersecurity risks and to provide stakeholders with additional
information about these risks. As a result, it is anticipated that the percentage of independent
directors will have a detrimental effect on cybersecurity risks. The second sub-hypothesis is
developed as follows considering the aforementioned.

H1.2: There is an impact of board independence on the cybersecurity risks of banks listed on the Iraq
Stock Exchange.

The Impact of Board Members’ Expertise on Cybersecurity Risks:

The board’s role in managing electronic risks is expected to be strategic. The board should participate
in developing a strategic cybersecurity plan and a roadmap for its implementation. However, several
factors affect strategic decision-making and cybersecurity oversight, the most important of which is
the need for expertise in cybersecurity and its risks (Gale et al., 2022).

While reports presented to the board by the Chief Information Security Officer or another executive
will enhance cybersecurity risk oversight, it is equally important for the board to possess the
appropriate expertise and skills to understand the reports and cybersecurity risks (Orla Cox & Hetal
Kanji, 2022).

According to protection motivation theory, knowing and evaluating threats and how to counter them
forms the foundation of the intention to manage cybersecurity risks. However, due to potential
ignorance and cognitive biases, adequate assessments cannot always be made. (Chen & Yuan, 2022).
Gale etal. (2022) discovered that the strongest motivator (coercive pressures) for board involvement
in cybersecurity is regulation. But sometimes, directors don't know everything that comes with
overseeing cybersecurity monitoring. Furthermore, the results show that directors' interactions with
cybersecurity are influenced by their backgrounds and personal experiences.

Kamiya et al. (2020) discovered that the likelihood of cyberattacks is not predicted by corporate
governance features at the firm level, such as CEO duality, the percentage of external directors on the
board, or board size. Last but not least, businesses that prioritise risk management at the top are less
vulnerable to attacks, as indicated by Board Ex data on the existence of a risk management committee
on the board. This is how the third sub-hypothesis is put forth considering the analysis above.

H1.3: There is an impact of board members’ expertise on the cybersecurity risks of banks listed on
the Iraq Stock Exchange.

The Impact of Gender Diversity on Cybersecurity Risks

Gender diversity is a critical characteristic desired in the structure of a board of directors. By adding
a diverse range of expertise, having female members on the board can improve its efficacy and
supervisory role, experiences, knowledge, and ethical values. This diversity leads to high-quality
discussions and consultations, thereby improving the quality of the board's decisions and providing
better protection for all company stakeholders (Martinez-Jimenez et al., 2020).

The theories in accounting literature support this notion. According to resource dependency theory,
having more women on the board promotes a variety of thought and experience, which strengthens
the board's oversight function. (Mustafa et al., 2017). Similarly, agency theory indicates that a more
diverse board increases the effectiveness of its oversight. A diverse board is more independent,
which encourages companies to disclose more information to reduce agency costs and information
asymmetry, thus protecting the company from risks (Idan et al., 2021).Research indicates that as
compared to their male counterparts, female directors attend meetings with greater diligence and
have higher attendance rates. Women also participate in monitoring activities at a higher rate than
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men (Adams & Ferreira, 2009). Reducing internal conflict and increasing strategic supervision are
linked to having a diverse gender representation on the board (Nielsen & Huse, 2010). Additionally,
research indicates that women are less willing to take risks than men are (Beckmann & Menkhoff,
2008). According to a study, female executives are more risk averse than their male counterparts
since they issue less debt and have wider earnings projections. (Huang & Kisgen, 2013).Higher
percentages of female directors are associated with a greater likelihood and extent of greenhouse gas
disclosure, (Eaton et al, and 2019). According to a different study, the possibility of voluntary
disclosures of climate-related risks rises with the number of women on the board (Ben-Amar et al,,
2017). Additionally, more public disclosures are linked to a diverse board (Upadhyay & Zeng, 2014).
Furthermore, it has been demonstrated that greater gender diversity on boards lowers fraud.
Capezio & Mavis Kalyan (2016) discovered a correlation between fewer fraud cases and the number
of women on boards. They discovered that the probability of fraud is decreased by 0.1% for every
10% increase in the number of women on the board. According to Wahid (2023), boards with gender
diversity tend to make fewer mistakes in financial reporting and participate in less fraudulent
schemes. Moreover, the chance of inadequate internal controls is decreased when there are more
women on the board. Internal controls over the quality of financial reporting are improved by even
having one female board member (Chen et al., 2022). Observed that businesses are more inclined to
reveal more cybersecurity information if there are more women on the board. It has also been
established that higher levels of voluntary cybersecurity disclosures are correlated with a larger
proportion of female directors on the board. It follows that the presence of female board members
and gender diversity should hurt cybersecurity risks. This is because having more women on the
board can improve committee performance and efficiency, which in turn raises the standard of
monitoring over cybersecurity-related management choices. Diverse degrees of awareness,
communication styles, and expertise are used to achieve this. In addition, women are generally more
risk-averse and hold higher ethical standards. Compared to males, women also commit to attending
meetings at higher rates, which results in higher-quality conversations, consultations, and a diversity
of viewpoints on cybersecurity risk factors and mitigation strategies. The researcher developed the
fourth sub-hypothesis in the following manner considering the points:

H1.4: There is an impact of gender diversity on the cybersecurity risks of banks listed on the Iraq
Stock Exchange.

RESEARCH METHODS
Data and Sample Selection

The study population in our research consists of all 21 banks that are registered on the Iraq Stock
Exchange, the regulated market, and are actively operating in Iraq. From the study population, a
sample of people in managerial positions and roles relevant to the study's subject matter were
chosen. (members of the board of directors, members of the audit, risk management, and governance
committees, internal audit managers, information systems managers, IT managers, and information
security managers). The estimated number of these individuals is 700. The sample size was 248
individuals from the population under investigation. After the completed survey was sent and
distributed to the sample, 208 of the completed forms were returned, yielding an 84% response rate.
Nineteen questionnaires were eliminated because their results were incomplete and not severe
enough to be used for analysis.

Study Model:

After introducing the measurement of variables, the researcher presents the theoretical model built
based on previous studies and the characteristics of the Iraqi context, explaining the influence of
board features on cybersecurity threats. The researcher then presents the theories that will be
investigated further. As illustrated in the following figure:
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Figure 1: Study Variables
CSR = B0 + B1(Size) + B2(BM) + B3(BIND) + B4 (BGD) + B5(BTE) + ¢

Where:

. CSR represents Cyber Security Risks.

. Board Size (Size)

. Board Independence (BM)

. Board Members’ Expertise (BIND)

. Gender Diversity (BGD)

. B0 (Beta-zero) denotes the intercept, representing cyber security risks not influenced by the
independent variables.

. B1-B5 (Beta-one to Beta-five) are the regression coefficients for board characteristics.
. Board Technology experience (BTE) is a central variable.

. € (Epsilon) represents the error term.

Methodology

A One-Way Analysis of Variance (ANOVA) test was used to examine differences in perspectives
among sample individuals to determine whether there are significant differences in the mean
responses of the research sample regarding study variables based on job roles (board member, audit
committee member, risk management committee member, IT governance committee member, IT
systems/technology manager, IT security/cybersecurity manager, internal audit manager, other
roles).

RESULTS AND DISCUSSION
Descriptive Statistics (Independent Samples Test)

Table 1: Independent Samples Test

Variables Category | N | Mean | Stander T Prob, | significance
deviation | value
0.024
Male 146 | 1.29 0.17 2.893 significance
Cybersecurity Risks
Female 43 | 138 |0.21 2.583
Board of Directors | Male 146 | 1.87 0.27 0.264 | 0.968 | Non
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significance

Female 43 |1.89 0.30 0.251
Female 43 | 2.17 0.30 1.071

Table 1 shows that there were no statistically significant variations between the sample respondents'
mean scores for the attributes of the board of directors based on gender (male vs. female) at the
significance level (a = 0.05). All these variables had significance levels higher than the chosen
threshold of significance (0.05). Nonetheless, based on the gender variable (male vs. female), there
were statistically significant variations between the sample respondents’ mean scores for the
cybersecurity risks variable at the significance level (a = 0.05). This variable's significance levels
were less than the chosen threshold of significance (0.05). This suggests that whereas opinions on
the traits of the board of directors were not substantially different according to gender, sample
respondents’ opinions about cybersecurity threats were significantly different according to gender.

Testing Differences in Opinions of the Study Sample According to Job Function:

To determine whether the research sample's mean answers to the study variables vary significantly
depending on their job function (board member, audit committee member, risk management
committee member), IT governance committee member, head of information systems department,
head of technology department, cybersecurity/IT security department head, internal audit head,
others), a One-Way ANOVA test was employed to study the variations in viewpoints among the
sample individuals. The related results are illustrated in Table 2:

Table 2: One-Way ANOVA test

Variables Source | Sumof | Degrees Mean | Calculate | Significanc | significance
of square of square | dF value e level
variance s freedom s (0.05)
Non
Between | 5189 |8 0.024 | 0.691 0.699
groups significance
Cybersecurity —
Risks Within =) 6151 | 180 0.034
groups

the total 6.340 188

Non
Between 1118 3 0.140 1.922 0.059
groups significance
Board of —
Directors Within = 43 088 | 180 0.073
groups

the total 14.206 188

Table 2 shows that the mean responses of the sample individuals to the variables of cybersecurity
risks and board characteristics according to job title (board member, audit committee member) do
not differ statistically significantly at the significance level of (a = 0.05)., members of the risk
management committee, the IT governance committee, the heads of the information systems,
technology, and cybersecurity and IT security departments, as well as the head of internal audit, were
among those whose significance levels exceeded the predetermined level of significance (0.05).
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Testing the study hypotheses

Table 3: Results of the stepwise multiple regression analysis using the Enter method for the
impact of board characteristics on the cybersecurity risks

Independent variables Beta T Sig. R R F Sig.
Square
Board Size (B — Size) -0.074 | -4.140 | 0.000 0.718 0.516 48.967 | 0.000

Board Independence

(BM) -0.069 | -4.576 | 0.000

Board Members’

Expertise (BIND) -0.066 | -5.342 | 0.000

Gender Diversity (BGD) -0.169 | -6.731 | 0.000

Constant 2.157 35.501 | 0.000

The impact of the dimensions of the independent variable, board characteristics (board size,
independence, gender diversity, and IT expertise), on the dependent variable, cybersecurity risks, for
banks listed on the Iraq Stock Exchange is demonstrated by the regression analysis results shown in
Table 3. With a value of 48.967 at a significant level of 0.000, the computer F-value indicates how
relevant the model is. The independent variables that describe the characteristics of the board (as a
whole) explain 51.6% of the variance in cybersecurity risks for the listed banks, according to the
regression model's modified R-squared value of 0.516. This indicates that the connection between
this variable and the independent variables is properly described by the regression curve. The
hypothesis that board characteristics affect cybersecurity risks for banks listed on the Iraq Stock
Exchange is supported by the multiple correlation coefficient R of 0.718, which shows a strong
relationship or correlation between the explanatory variables and the value of the dependent
variable as well as the absence of perfect correlation among the independent variables.

Model:

CSR = 2.157 —0.074 (Size) — 0.069 (BIND) — 0.066(BGD) — 0.968 (BTE) + ¢
Hypothesis Testing Results

Sub-Hypothesis 1:

Board size significantly affects cybersecurity risks for banks listed on the Iraq Stock Exchange,
according to the regression model. With a t-value of -4.140 and a significance level of 0.000, the
regression coefficient's negative value (-0.074) denotes a significant effect at a significance level of
0.05. Thus, we agree with the notion that the size of the board affects these banks' cybersecurity risks.
This suggests that a factor in lowering cybersecurity risks is the size or composition of the board.
Agency theory states that larger boards have more diversified backgrounds and are less susceptible
to managerial influence expertise, allowing them to carry out advisory tasks and divide workload
efficiently. This is consistent with findings by Tai (2020) and Masoud (2024), who discovered a
positive and significant correlation between board size and the degree of disclosure about
cybersecurity risks. Tai (2020) also highlighted that board size plays a critical role in monitoring
hedging decisions and leads to risk reduction. It also supports the findings of Héroux & Fortin (2022),
who established a correlation between board size and the level of risk mitigation and cybersecurity
disclosure. This stands in contrast to the findings of Mazumder & Hossain (2023) and Smaili et al.
(2023), who discovered no meaningful connection between cybersecurity disclosure and board size.
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Sub-Hypothesis 2:

Board independence significantly affects cybersecurity risks for banks listed on the Iraq Stock
Exchange, according to the regression model. With a t-value of -4.576 and a significance level of 0.000,
the regression coefficient's negative value (-0.069) denotes a significant effect at a significance level
of 0.05. Therefore, we agree with the notion that these banks' cybersecurity risks are impacted by
board independence. This implies that cybersecurity threats are decreased as board independence
rises. This result is in line with the findings of Mazumder & Hossain (2023), Smaili et al. (2023),
Masoud (2024), and Héroux & Fortin (2022), who have all shown that board independence and the
degree of cybersecurity risk disclosure and mitigation are positively correlated. It contrasts with Hsu
& Wang's (2014) findings, which indicated that boards with a higher percentage of independent
directors were positively correlated with security breaches. This could be because external directors
don't have enough internal knowledge of the company to effectively lower the likelihood of a breach.

Sub-Hypothesis 3:

According to the regression model, female diversity on the board significantly reduces cybersecurity
risks for banks that are listed on the Iraq Stock Exchange. With a t-value of -5.342 and a significance
level of 0.000, the regression coefficient's negative value (-0.066) denotes a significant effect at a
significance level of 0.05. Therefore, we agree with the premise that these institutions' cybersecurity
risks are impacted by the gender diversity of the board. This implies that having more women on
audit committees lowers the risk associated with cybersecurity. Remeis (2023), Radu & Smaili
(2022), Mazumder & Hossain (2023), Masoud (2024), and Héroux & Fortin (2022) have all found a
positive correlation between board diversity and the degree of cybersecurity risk disclosure and
mitigation. This finding is in line with their findings.

Sub-Hypothesis 4:

The regression model demonstrates that board member credentials and experience have a major
influence on cybersecurity risks for banks listed on the Iraq Stock Exchange. With a t-value of -6.731
and a significance level of 0.000, the regression coefficient's negative value (-0.169) denotes a
significant effect at a significance level of 0.05. Therefore, we agree with the premise that these
institutions' cybersecurity risks are influenced by the board members' backgrounds and areas of
expertise. This suggests that having people on board with training and experience in IT and related
hazards helps lower the risk of cybersecurity. According to Vincent et al. (2019) and Smaili et al.
(2023), board expertise in risk management and IT contributes to the maturity of IT risk
management practices. Héroux & Fortin (2022) also confirmed the relationship between board
expertise in IT and the level of cybersecurity disclosure and risk mitigation. These findings are
consistent with the findings of the study.

CONCLUSION

By analyzing the effects of the board features on cybersecurity risks, the study sought to quantify the
effect of the board of directors on banks listed on the Iraq Stock Exchange. The attributes of the audit
committee (size, independence, and technological knowledge) and the board (member diversity, size,
and independence) served as representations of the governance systems Together with the research
design and methodology, the study population, and the sample of 21 banks listed on the regular
market of the Iraq Stock Exchange, totaling 189 individuals, the researcher used a descriptive-
analytical methodology that is appropriate for this kind of study.

The researcher concluded that banks with larger boards, independence, gender diversity, and
technological expertise tend to have lower levels of cybersecurity risk. Additionally, banks with audit
committees that have many members, independence, and technological expertise also experience
lower cybersecurity risks. Furthermore, banks with a Chief Information Officer (CIO), a Chief
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Cybersecurity Officer (CCO), and an IT risk management committee that includes technology experts
in their senior and executive management tend to have lower levels of cybersecurity risk. Efficient
and high-quality internal auditing also contributes to reducing cybersecurity risks for these banks.
The researcher recommended that banks should strengthen their boards and audit committees with
expertise and qualifications in information and communication technology. It was also suggested that
banks conduct training sessions on cybersecurity specifically for board members and generally for
bank employees. Additionally, it was advised that banks establish cybersecurity risk committees at
the executive management level or board level, if possible.
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